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LETTER OF THE SECRETARY -GENERAL

Honourable participants,

It is my utmost pleasure to welcome you all to Model Courts of Justice 2019, which is the
eighth edition of this prestigious conference, as the Secr&mmgral. My name is Aziz Can

CE N G krid | am a junior student at Ankara University, Faculty of Law.

Since its dawn, our conference has never ceased to explore new horizons every year, and our
eighth annual session is no exception. This year, we will be simulating the United States
Senate wh theagenda iteniiHearing to Examine a Data Breaghwhich will be seamlessly
connecting our participants with the legal world and its concepts. Supported by the agenda of
data privacy, which is a very controversial topic in the world of today, | hawtouabt that

every participant of the US Senate will enjoy Model Courts of Justice 2019 to the fullest.

This Study Guide was prepared by a graceful lady who has been a member of the Model
Courts of Justice family foevenl onger t han IALTINGQYeCreatiga Sél a
fictional agenda item for such a unique committee is no easy task, but from the moment she
joined this team, | had no doubt that the United States Senate would live up to all
expectations. Therefore, | have to thank her once again for bhgagt of this team and for

working tirelessly to achieve perfection.

In order to get an adequate grasp ofdagenda itenand to be able experience Model Courts
of Justice as intended, | highly recommend every participant to read the Study Guide, the

Handook, the Rules of Procedure and the other documents available on our website.

Please do not hesitate to contact me via secretarygeneral@modelcj.org in case you have any

guestions regarding the conference or the committee.

Best Regards,
Azi z Can CENGKZ

SecetaryGeneral of Model Courts of Justice 2019 Conference



%, MODEL US SENATE
Ze=5, COURTS OF JUSTICE 2019 STUDY GUIDE

LETTER OF THE UNDER SECRETARY GENERAL

Distinguished Participants,

My name is Séla ALTINSOY and it is my wutmost
General Responsible for the United States Senate at the eighth annual session of the Model
Courts @ Justice Conference.

This year, the United States Senate will hold a Senate Hearing on a fictional case about data
privacy. The Senators are expected to question the web services provider olhdtbéir

major data breach which affected thousands of tssars. Then, the Senate will discuss the
effectiveness of the current data privacy laws based on the outcomes of the hearing and
proceed with the examination of proposed | eg

Consumer Protection Act 0.

| would like to thank the members of the academic and organization teams of the Model Court

of Justice 2019 for their incredible efforts to make this outstanding conference possible. |
would like to express my sincere gratitude to our Secretary General Mr. Aze CCENGK Z

for giving me the opportunity to be a part of the academic team of this remarkable conference

and guiding me through the entire process. | would like to thank my fellow Under Secretaries

Ms . G¢nek AVCI, Ms . Beyza G°k-aadhour@salemicand M
Assi stants Ms. Zeynep KHUDHUR and Mr . Ege A
the academic level of this conference. Lastly, | would also like to thank our Director General

Mr. C. Selman AKMEKE and hi sabldcerderancé.or br i ngi

Should you have any questions, please do not hesitate to contact me via
ussenate@modelcj.org

Kind regards,
Sela ALTI NSOY

Under Secretary General Responsible for the United States Senate
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PART I: INTRODUCTION TO THE UNITED STATES SENATE
A. INTRODUCTION

l. History of the United States Senate

The United States Senate is briefly the upper chamber of the United States Congress which
possesses legislative powers. Howeteninderstand its structure, functicasd procedures,

first, we need to comprehend the foundations of the Senate which goes backto 1787.

Before the establishment of the Senate, House of Representatives was the only branch of the
legislature in the Unitd State$.0n 16 July 1787, this unicameral system was changed by the
Framers of the Constitution and a second house for the Congress was Tlisateain aim

was to protect the minority from the possible tyranny of the majority by ensuring a legislativ

check? By this way, a bicameral legislative branch emerged.

The essential difference between the House of Representatives and the Senate is that the
membership in the House of Representatives is determined based on the population of each

state, meanwhd, the membership in the Senate is based on equal representation.

The first convention of the Senate took place in New York City on March 4, 1Z86n
though at first the House of Representatives seemed to be the dominant one among these two
branche®f the legislature, in time number of the members of the Senate increased gradually.

This increase aothe number of the members in the Senate caused a visible difference between

the number of the members of the House of Representatives and the Seraterdinally

1 Gould, Lewis,The Most Exclusive Club: A History of the Modern United SteemteBasic Books, (2005),

atp.1l

2 ibid

3U.S. Senate: Senate Chronology, Available at: https://www.senate.gov/history/chronology.htm (Last accessed
on 15 August 2018)

4 Gould, Lewis,The Most Exclusive Club: A History of the Modern United States §d@wstic Books, (2005),

atp.l

5 United States SenatBrief History of the Senatévailable at:
https://www.senate.gov/artandhistory/history/common/briefing/Brief _History Senate.htm (Last accessed on 15
August 2018)

6 U.S. Senate: Senate Chronology, #afale at: https://www.senate.gov/history/chronology.htm (Last accessed

on 15 August 2018)

7 Gould, Lewis,The Most Exclusive Club: A History of the Modern United States Sd@wstie, Books, (2005),

atp.l
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since these two branches of the Congress need to compromise for the enactment of the

legislations, the tension between them got tehser.

According to how it is originally provided at the Constitution, the members of the House of
Representativewere determined by the citizens of each state, in the meantime, the members
of the Senate were picked by the individual legislatures of the 13 %ta&tds. way of
selecting the members of the Senate changed with thaméndment in 191%3° Pursuant to

this Amendment, the ability to elect the Senators was given to the citizens of their respective

states and they were elected tog@ar terms?
Il. Members of the United States Senate

As mentioned before, the Senators are determined based on the equal taesene.
According to Article 1 Section 3 of the Constitution of the United States, the Senate will be
composed of two senators from each State, each Senator will have one vote and these
Senators chosen by the legislatbesed upon the decisions o&thespective citizens of the

state shall serve for six years.

Senators must comply with some requirements set in the Constitution of the United States.
They need to be citizens of the United States, at least thirty years of age and an inhabitant of

the Sate from which they are choséh.

The Vice President of the United States has an exclusive role within the Senate, as the Vice
President serves as the President of the S&ha@tee President of the Senate shall only have
the right to vote, in case of anwed division in the vote¥>

According to Article 1 Section 3 Clause 2 of the United States Constitution, after the Senate is
a s s e mim ICensequénce of thiest Election, they shall be divided as equally as may be
into threeClasses. The Seats of then&ers of thdirst Class shall be vacated at the

Expiration of thesecondYear, of thesecondClass at the Expiration of tHeurth Year, and of

8 Gould, Lewis,The Most Exclusive Club: A Histpof the Modern United States Sen&asic Books, (2005),
atp.l

9 U.S. SenateFacts & Summary, Available at: https://www.history.com/topics/histdrthe-us-senate (Last
accessed on 15 August 2018)

0ibid

2 ibid
2y.S.Const.artt A3 c | .
By.S.Cost.art. IA3 cl . 3
4y.S.Const.art.t A3 c |

5 ibid
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thethird Class at the Expiration of thgixthYean '® The main reasofor this practice is to

fortify their liability and responsiveness towards the citiZ€ns.

Each class consists of approximately 33 or 34 seats, the reastmns classification is to

specify the Senate seats that will be up for election in the predetermined electith year.
II. Structure of the United States Senate

There have been several political parties existing throughout the history of the politics of the
United States, however, in time, this system evolved into gpawty system in which two
political parties are dominaht.Since the 1850s ése two parties have been the Republicans
and the Democrafs.

There are majority and minority parties within the Senate. The one which occupies more than
half of the seats is the majority party and the one which occupies less than half is the minority
party.?! Leader of the majority party is called majority leader, which is expected to defend the
opinion of their respective party throughout the debates. Also, there is the leader of the
minority party which is called minority leader, this leader defends diséipn of their party

as well?? The highestranking individual after the leaders in the majority party and the

minority party are called majority whip and minority wiip.

Majority and Minority leaders are also called floor leaders and in regard to ttuensyusre
given priority by the presiding officer when determining whom to give the recognition to
make a speech on the floor of the Sedhté.the party floor leader is not present in the
session, most commonly, the party whip acts as the floor Iéadlbe party whip also has an

%y.S.Const.artt A3 cl . 2

" The Structure of Congress, Available at: http://www.sparknotes.cegoiernmen@andpolitics/american
government/congress/sectionl/page/2/ (Last accessed on 15 August 2018)

18 United States Sena@lossary Term: ClassAvailable at:
https://www.senate.gdreference/glossary_term/class.htm (Last accessed on 30 August 2018)

1 ibid

20ibid

2libid

22.S. SenateFacts & Summary, Available at: https://www.history.com/topics/histfrthe-us-senate (Last
accessed on 15 August 2018)

2 ibid

24 United States SetaGlossary TermFloor Leader Available at:
https://www.senate.gov/reference/glossary_term/floor_leaders.htm (Last accessed on 28 August 2018)
25 United States Sena@ossary Term: Whipdvailable at:
https://www.senate.gov/reference/glossary_term/ahipn (Last accessed on 28 August 2018)
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important role in the presence of the floor leader; in that case, the party whip shall mobilize

the votes within their parties on important isstfes.

Every congressional session starts with a caucus, in which the party memhecsmumon

interests meet’ These caucuses have no formal potfer.

The final important point that needs to be mentioned regarding the structure Sdrtaee is
the significant role of the majority leader. The Majority Leader of the Senate is responsible

for controlling the agenda by setting the schedule for debates and%otes.
V. Procedures and Powers of the United States Senate

The Senate has multiple power and procedures. One of the main procedures of the Senate is
legislation. A bill can be introduced in bothambers of the Congress, however, according to
Article 1 Section 7 Clause 1 of the ConstitutidnA | | Bills for raising
in the House 0%he Seagtercanomymproposeiamendménts or agree with the

proposed amendments this matter.

After the approval of both the House of Representative and the Senate, every bill shall be

presented to the President of the United States, before becoming®a Law.

The Senate has other powers stated in Article 1 Section 8 dfdhstitution. One of its
significant powers is impeachment. The House of Representative has the power to initiate
impeachment proceedings, the Senate is the only authority to conduct impeachméht trials.

The Senate also has the power to approve treatiagtpor in some cases expel its members,
give advice and consent on the appointment of Officers of the United States, determine the
rules of its proceedings, using filibustgrostpone a debate or inhibit a legislatiomolding

investigations to restraime government?

26 ibid

2" The Structure of Congress, Available at: http://www.sparknotes.cegoiernmentandpolitics/american
government/congress/sectionl/page/2/ (Last accessed on 15 August 2018)

28 ibid

2% ibid

0uUS.Const.art A7 cl .1

Sly.s.Const.art A7 cl . 2

32 Powers & Procedures, Available at: https://www.senate.gov/history/powers.htm (Last accessed on 16 August
2018)

33 Powers & Procedures, Available at: https://www.senate.gov/history/powers.hghagcassed on 16 August
2018)
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In addition to that, according to Article 1 Section 5 Clause 1, another power of the Senate is

t h d&ach House shall be the Judge of the Elections, Returns , and Qualifications of its own

Memberg 34

Image|: United States Senate

PART Il: DATA PROTECTION IN THE UNITED STATES AND PROPOSAL TO
ENHANCE EXISTING REGULATIONS

A. DATA PROTECTION IN THE UNITED STATES
|. History of the Internet and Data Protection in the United States

a. Brief History of the Internet and Cyber Security

Roots of the histty of data protection go back into the early times of the internet when
companies and individuals started storing private informdfidéven though these data
protection issues have a long history, a dmtmch notification law was not enacted until
2003%

%U.S.Const.art. A5 cl . 1

35US Congress | Key Differences between The Senate and House of Representatives, Available at:
https://fearlessmen.com/congratifferencesbetweerthe-senateand-houseof-representatives/ (Laatcessed
on 30 August 2018)

36 The History of Data Breaches, Available at: https://digitalguardian.com/blog/hidtoapreaches (Last
accessed on 29 August 2018)

37 Reforming the U.S. Approach to Data Protection and Privaegilable at:
https://www.cfr.ag/report/reformingus-approackdataprotection (Last accessed on 29 August 2018)

7
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In 1969 an event, that has later been called the technical foundation of the internet, occurred
which is the invention of ARPA (Advanced Research Projects Agency Netwofiis
invention led to the first notice of data protection problems in the history of the internet. An
engineer name Robert Metcalfe warned the ARPANET Working Group on a major issue
regarding their packetwitched network® He stated that it is really gaso gain access to

their network and the possible breaches to this network can be considered as the work of a
high school studerff. This showed the main weakness of this early network system and

became a warning for all the future network systems.

In 1988 after the release of solely some lines of codes by the Cornell University graduate
Robert Tappan Morris, 10 percent of 60,000 computers linked to the internet at that time
including computers of NASA, major universities and military facilitiemshed! Later on,

Morris was put on trial for violating the Computer Fraud and Abuse Act and the United States
Code Title 18 Morri s stated during t hoedentomsiragelthe t hat
inadequacies of current security measures on computer netwgrkgploiting the security

BN

defects [he]®had discovered. 0

In 1989, the first web browser called World Wide Web was invented by a British scientist at
CERN called Tim Bernerkee In 1993, this software was put in the public domain by
CERN® This inventio led to the appearance of many other web browsers, such as NCSA
Mosaic in 1993° Individuals without any technical skills could have easily used this
browser, which led to the spread of the use of the internet and inherently to the spread of the

data breahes?’

38 A History of Internet Security, Available at: https://www.washingtonpost.com/graphics/national/se¢urity
the-internet/history/?noredirect=on (Last accessed on 29 A2§US)

3% ibid

40 ibid

41 Student Guilty in Computer Bredk, Available at:
https://www.washingtonpost.com/archive/politics/1990/01/23/studeitty-in-computerbreakin/dfeb8940
2f78-4d38bcc6e3676e198f25/ (Last accessed on 30 August 2018)

42 Student Guilty in Computer Bredk, Available at:
https://www.washingtonpost.com/archive/politics/1990/01/23/studeitty-in-computerbreakin/dfeb8940
2f78-4d38bcc6e3676e198f25/ (Last accessed on 30 August 2018)

43 Morris Worm (1988), Available ahttp://www.cybertelecom.org/security/morris.htm (Last accessed on 30
August 2018)

44 The Birth of the Web, Available at: https://home.cern/topics/virgh (Last accessed on 30 August 2018)
45 ibid

46 A History of Internet Security, Available at: https://wwwvashingtonpost.com/graphics/national/sectwity
the-internet/history/?noredirect=on (Last accessed on 29 August 2018)

4" ibid

8
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In the 1990s, new web tools such as drawing and animation tools started spreading and made
major changes at websité8 One of the biggest examples of these tools is called Flash which
was created by Macrome@faa company that was purchased by Ael@ystems in 200%.

These new tools facilitated taking remote control of computers on the internet by Rackers.

As the use of internet became more common, the amount of information stored rapidly
increased, therefore more security problems inherently shaywe? This increase in cyber
security related problems has mainly started in the 1980s and become unrestrainable after
2000s>3

In 2007, the internet was no more a system that can solely be reached through a computer.
With the intr oducet®ino2007 antl reldase df sndagphonel muaning
Googleds Androi d o ptheariternat @lsogoe ticeassble througl2 0 0 8
cell phones. After these years, accessing the internet through cell phones has become even
more facile with the releasef emartphones, which increased the number of data breach
incidents. Nowadays, anyone can get a smartphone, access the internet and make their

personal data accessible online.
b. Major Cyber Attacks and Breaches Throughout History
1. Yahoo! Data Breaches

Yahoo! is known as one of the biggest web service providers in the world, for that reason

even a minor data breach can affect millions of people. However, the data breaches Yahoo!

48 ibid

4 ibid

0 Adobe Buys Macromedia for $3.4 Billion Available at:
https://www.nytimes.com/2005/04/19/technology/adblgs macromediafor-34-billion.html (Last accessed
on 30 August 2018)

51 A History of Internet Security, Available at: https://www.washingtonpost.com/graphics/national/se¢urity
the-internet/history/?noredirect=on (Last accessed on 30 August 2018)

52 ibid

53 ibid

54 History of iPhone, Available at: https://www.t3.com/featurdsiaf-history-of-the-iphone (Last accessed on
30 August 2018)

55 A Brief History of Android Phones, Available at: https://www.cnet.com/newst-history-of-android
phones/ (Last aessed on 31 August 2018)
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faced in 2013 and 2014 were far from being some minor data brédditesse two braches

are considered the largest data breaches in the history of the irternet.

The first major data breach occurred in 2013 but was not reported until Decembéf 2016.
first, it was stated that over 1 billion user accounts were broken into by the $i3cktaich
ended up being incorrect information. In October 2017, Yahoo! confirmed that all 3 billion

accounts were affectday the data breact?.

The other breach which occurred in 2014 and reported in September 2016 affected 500
million user account& The breach was publicized after a post regarding the sale of 200

million Yahoo! user accountserepublished in a marketplace in Aug@st.

After these data breaches, it was revealed that hackers may have gained access to names,
phone numbers, birth dates, had passwords, encrypted or unencrypted security questions
answers and backup email addresses of the tikdisus, with the crucial information
received from theyberattack hackers could also gain access to other accounts of the same
users?

One of themost critical details about these data breaches is that at least 150.000 accounts

affected by the major data breaches belonged to U.S. government and military enfiiloyees.

Yahoo! claimed that the data breach in 2014 was the work of assi@sored hackéf The
possibility of a foreign government gaining access to the sensitive information of military and

government officers inherently caused some raised eyebrows.

56 Yahoo hack: 1bn accounts compromised by biggest data breach in history, Available at:
https://www.theguardian.com/technology/2016/dec/14/yahaak securityof-onebillion-accountsbreached

(Last accessed on 31 August 2018)

57 ibid

58 ibid

9 ibid

60 All 3 Billion Yahoo Accounts Were Affected by 2013 Attack, Available at:
https://www.nytimes.com/2017/10/03/technology/yalaak 3-billion-users.html (Last accessed on 31 August
2018)

51ibid

2Yah oo Cy b kargestData Breakh tBha t, Available at: https://www.strategiisk-
europe.com/yahceoyberattacklargestdatabreachto-date/1419823.article (Last accessed on 31 August 2018)
63 All 3 Billion Yahoo Accounts Were Affected by 2013 Attack, Available at:
https://www.nytimes.com/2017/10/03/technology/yataak 3-billion-users.html (Last accessed on 31 August
2018)

64 ibid

85 Yahoo breach exposed details of 150,000 government, militarigers:Report Available at:
https://www.washingtontimes.com/news/2016/dec/15/ydireachexposesietails150000governmervand/

(Last accessed on 31 August 2018)

10
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2. Equifax Data Breach

Equifax is a consumer credit reporting agency, which has its headgna@eorgia, United
State<’ It is one of the three nationwide consumer credit reporting agencies that monitor and
rate the financial history of its American customf&rSince it is a consumer credit reporting

agency, sensitive information of their customisracquired.

The infamous Equifax Data Breach occurred in betweenNtaig and July 2017 and affected
approximately 143 million American citizens, which means almost half of the population of
the country?® The company acquires sensitive information afittrcustomers which were
claimed to be obtained by the hackers such as information about credit cards, loans, loan
payments, child support payments, payments of the utilities, credit limits, employer history,

addr esses, p asdataand een marewriicalinformatiord e n

Image Il : Credit Reporting Agency Equifak

56yahoo Employees Knew in 2014 About St&gonsored Hacker Attack, Available at:
https:/www.nytimes.com/2016/11/10/technology/yab@mployeesknewin-2014-abouthackerattack.html
(Last accessed on 31 August 2018)

67 Equifax: Credit experts since 1899, Available at: https://www.equifax.co.uk/Products/leaemitrg/credit
experts.html (Lasaccessed on 1 September 2018)

% Giant Equifax Data Breach, Available at: https://money.cnn.com/2017/09/07/technology/business/equifax
databreach/index.html (Last accessed on 1 September 2018)

59 ibid

0 Giant Equifax Data Breach, Available at: https:/frag.cnn.com/2017/09/07/technology/business/equifax
databreach/index.html (Last accessed on 1 September 2018)

"t Pros and Cons of Freezing Your Credit After Equifax Breach, Available at:
https://www.wsj.com/articles/preasnd-consof-freezingyour-creditafter-equifaxbreach1507132250 (Last
accessed on 1 September 2018)

11
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If we look at the alleged statistics regarding the breach; 146.6 million names and birth dates,
145.5 million social security numbers, 99 million addresses, 27.3 million garidenation,
20. 3 mi |l |l i on phone numb ese iymbed, 7.8 Gnillianiemaili o n d

addresses, 209.000 credit card information, 97.500 tax identifications were eXposed.

It was also claimed by the reports that cyber criminals also gainedsacc#sousands of
photos uploaded by the <= pwtbspIRO00 sqcial 83eBuritp @0 dr
taxpayer identification card photos and 3.200 passport phbtos.

Even though this data breach is not as large as the Yahoo! breach which affebed 3
accounts, in this casehe information exposed to the hackers were extremely sensitive
information. Considering that nearly half of the entire country was affected by this breach, it

is one of the most important data breaches in the historg dfiited States.
3. 2008Cyber Attack on the United States

This cyber attack is considered as the worst breach regarding the United States military
computers. It was all caused by an infected flash drive in the Middl€‘Bastas confirmed

by a top Pentagomfficial that this flash drive was infected by a foreign intelligence
operation’® After being inserted into a U.S. military laptop which was attached to United
States Central Command, it ended up infecting the military computers, even the ones used by

Certral Command and spread to other systés.

Since this cyber attack was related to a sensitive topic, the amount of knowledge received on
it is really limited. However, concerning such crucial information, makes this cyber attack a

significant one in the btory of the United States.
4. FacebookCambridge Analytica Data Scandal

FacebookCambridge Analytica Data Scandal is different from the previously mentioned

breaches.

“Equi faxds Data Breach by the Number s,-datsbreachkbyabl e at :
the-numbersthe-full-breakdown/ (Last accessed on 1 September 2018)

“ibid

74 SecretUS military computers 'cyber attacked' in 2008, Available at: https://www.bbc.com/newsisorld
canadal1088658 (Last accessed on 1 September 2018)

s Military Computer Attack Confirmed, Available at:

https://www.nytimes.com/2010/08/26/technology/26cyltenlh (Last accessed on 1 September 2018)

"®ibid

12
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At the other data breaches, the breach occurred because of cyber attacks causedsgfthe act
hackers. However, at this scandal, the information was willingly and knowingly leaked by the

company themselves.

The data leaked by Facebook to Cambridge Analytica consists of the information of 87
million user account& The information of voters vgaused by Cambridge Analytica to form

psychographic profiles of them and by that way to create ways to influence their opinions for

A

the benefit of the politicians who hired théhiThey analged t he 61 i kes6 of t
understand which party they waollpossibly vote and also to find out some personal
information, such as their gender and even their vulnerability to substance abuse, which can

be used when on them creating a way to influence their opifflons.

Image Il : Facebook Cambridge Analytica Bta Scand&t

The political events that Cambridge Analytica attempted to influence was the 2016 United
States Presidential Election and the Brexit referendum campaign of the United Kiffgdom.
The data harvesting began byDiadiltoaMi nlgi faend acpr

77 Cambridge Analyticalosing after Facebook data harvesting scandal, Available at:
https://www.theguardian.com/ukews/2018/may/02/cambridgaalyticaclosingdown-after-facebookrow-
reportssay (Last accessed on 1 September 2018)

"8 Facebook, Cambridge Analytica and Data i) Available at: https://www.cnet.com/news/facebook
cambridgeanalyticadatamining-andtrump-whatyou-needto-know/ (Last accessed on 1 September 2018)
“ow Cambridge Analytica turned Facebook 6likeso6 into
https://www.theguardian.com/technology/2018/mar/17/facel@skbridgeanalyticakogandataalgorithm
(Last accessed on 30 August 2018)

80 ibid

81 Facebook sued by investor over Cambridge Analytica data scandal, Available at:
https://www.cnet.com/news/investsuesfacebookovercambridgeanalyticadatascandal/ (Last accessed on
31 August 2018)

82 Facebook, Cambridge Analytica and Data Mining, Available at: https://www.cnet.com/news/facebook
cambridgeanalyticadatamining-andtrump-whatyou-needto-know/ (Lag accessed on 1 September 2018)
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Aleksandr Kogan, a data scientist at Cambridge Univeftsifihis app started collecting
personal information of those who used it, even direct messages between Facebook users and

information of their Facebook friends were acquired by this*app.

Facebook then claimed that they had only given access to Kogan anisath@ot intended

this information to be used by Cambridge Analytica to influence opinions of the fters.
Facebook CEO Mark Zuckerberg later publicly apologized for the data breach and stated that
they have shared information of the users only with Kagah he found out in 2015 that the
information was shared by Kogan to Cambridge Analytidde also stated that after finding

that out, they asked Cambridge Analytica to remove the data, which in the end was not
deleted®’

In order to reflect all these eusn Facebook pledged that they will voluntarily enforce EU
General Data Protection Regulation(GDPR) glob#his brings up the question of whether
or not there are any regulations in the United States that can be as effective as EU General

Data Protectin Regulation.
B. DATA PROTECTION LAWS IN THE UNITED STATES

United States is a country which suffered from major data breaches such as the breaches at
Equifax, Yahoo, Uber or Facebo®kEven though the country has dealt with this kind of

major data breaches throughout history, there is not any extensive federal law regulating this

8%Facebook app o6This Is Your Digital Lifedo collected u
https://globalnews.ca/news/4143810/aleksamlyanthis-is-your-digital-life-messages/ (Last accessed on 31

August 2018)

84 Facebookapp 6This | s Your Digital Lifed collected users®o
https://globalnews.ca/news/4143810/aleksamyanthis-is-your-digital-life-messages/ (Last accessed on 31

August 2018)

85 Facebook, Cambridge Analytieand Data Mining, Available at: https://www.cnet.com/news/facebook
cambridgeanalyticadatamining-andtrump-whatyou-needto-know/ (Last accessed on 1 September 2018)

86 Mark Zuckerberg's Written Testimony to the House of Representatives, Available at:
https://docs.house.gov/meetings/IF/IF00/20180411/108090/HHRE FO0-WstateZuckerbergM

20180411.pdf (Last accessed on 1 September 2018)

87 ibid

8%How Europeds O6breakthrougho privacy |l aw takes on Goo
https://www.theguardian.oa/technology/2018/apr/19/gdfeicebookgoogleamazordataprivacy-regulation

(Last accessed on 1 September 2018)

89 Reforming the U.S. Approach to Data Protection and Privacy, Available at:
https://www.cfr.org/report/reformings-approackdataprotection (Last accessed on 5 September 2018)
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issue® The United States has several regulations on this issue just like a patchwork quilt,

these regulatios tend to resemble each other or in some cases contradict with eac¢h other.

Considering that there are not any laws applied nationwide, some industry groups or
governmental agencies have created-isgjtilatory framework®® These frameworks are

enforced ly the regulatorg?
. TheFederal Trade Commission Act 1914

TheFederal Trade Commission Act is a federal law that aims for consumer protection and it
was adopted in 1914 by the"2fresident of the United States, Woodrow Wil8bithe act

has aimed to stop @mopolistic market, unfair competition and deceiving practices by using
legal tools, hence, this act was planned to prevent unfair competition and>fdelact also

provided rearrangements on privacy and data secfrity.

The act ensured sanctions on #osho act against the privacy policies and disallowed
disclosure of personal dataAt the exceptions of the consumer review protection section of
the act, the disclosure of personal medical files or similar information and disclosure of the
records or inbrmation acquired by the law enforcement agencies without any authority were

considered as an invasion of personal privicy.

II.  Gramm-Leach-Bliley Act (The Financial Services Modernization Act)

GrammLeachBliley Act is a federal law which regulates use atidclosure of financial

information of the customers of banks, securities firms, insurance companies, and other

%0 Data Protection in the United States: Overview, Available at: https://uk.practicallaw.thomsonreuters.com/6
502-0467?transitionType=Default&contextData=(sc.Default)&firstPage=true&comp=pluk&bhcp=1 (Last
accessed on 5eptember 2018)

%Libid

92 Data Protection in the United States: Overview, Available at: https://uk.practicallaw.thomsonreuters.com/6
502-04677?transitionType=Default&contextData=(sc.Default)&firstPage=true&comp=pluk&bhcp=1 (Last
accessed on 5 September 2018)

% ibid

94 Federal Trade Commission Act, Availble at https://www.britannica.com/event/F&dadd Commission

Act (Last accessed on 5 September 2018)

% ibid

% Data Protection in the United States: Overview, Available at: https://uk.practicallaw.thonies1oeum/6
502-0467?transitionType=Default&contextData=(sc.Default)&firstPage=true&comp=pluk&bhcp=1 (Last
accessed on 5 September 2018)

97 Data Protection in the United States: Overview, Available at: https://uk.practicallaw.thomsonreuters.com/6
502-0467?tansitionType=Default&contextData=(sc.Default)&firstPage=true&comp=pluk&bhcp=1 (Last
accessed on 5 September 2018)
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financial service provider§. The Act was signed into law by President Bill Clinton on 12
November 1999

There are three names associated thighAct and the first one is Phil Gramm who introduced
this act to the U.S. Senate and the second one is Jim Leach who introduced it to the U.S.
House of Representativé¥.The third one is Thomas J. Bliley Jr., a politician who served as

the Chairman of # House Commerce Committee between 1995 and 2801.

Image IV: Phil Gramm, Jim Leach, Thomas J. Bliley Jr. (from left to rigPit)

With this Act, the financial services are required to inform their customers on how they
disclose their sensitive dat¥f. According to the safeguards rule of the Act, the financial
services are required to provide a written information security plan which explains how they
are planning to protect the private data of their custoffefEhe financial institutions are
expectedd design this plan and make sure that it is applied correctly, additionally assign at
least one employee to coordinate this progtm.

9 Data Protection in the United States: Overview, Available at: https://uk.practicallaw.thomsonreuters.com/6
502-0467?transitionType=Default&contextData=(sc.Default)&firstPage=true&comp=pluk&bhcp=1 (Last
accessed on 5 September 2018)

100The Gramm Leach Bliley Act of 1999 (GLBA), Available at:
https://www.investopedia.com/terms/g/glba.asp (Last accessed on 7 Sei2ite

101 Gramm Leach Bliley Act, Available at: https://ballotpedia.org/GrarrimachBliley_Act (Last accessed on
7 September 2018)

102ibid

103 Gramm Leach Bliley Act, Available at: http://www.wikiwand.com/en/Graniieacti Bliley_Act (Last
accessed on 8 Bember 2018)

04What is GLBA compliance? Available at: https://digitalguardian.com/blogAghmstcompliance
understandinglataprotectionrequirementgyrammleachbliley-act (Last accessed on 7 September 2018)
10516 CFR 314.3Standards for safeguardingistomer informationAvailable at:
https://www.law.cornell.edu/cfr/text/16/314.3 (Last accessed on 7 September 2018)

08/hat is GLBA compliance? Available at: https://digitalguardian.com/blogAgtEtcompliance
understandinglataprotectionrequirementgyrammleachbliley-act (Last accessed on 7 September 2018)
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According to this Act, the financial services are also required to provide their customers with
an optout optiont®” The og-out option means that after informing the customers on the
disclosure of their personal data and they approve this disclosure, they will still have time to

renounce their previous statement and keep their information pt¥ate.

By taking into consideratio the previously stated qualifications of this Act, we can
comprehend that it was an important step for protecting the privacy of personal data in the
United States, which was an issue that can be violated with ease at that time.

[l The Health InsurancePortability and Accountability Act (HIPAA)

The Health Insurance Portability and Accountability Act is a federal law enacted in 1996
under the Presidency of Bill Clintdff® The main purpose of the Act was to protect citizens

that are subject to health insnca and also to protect the privacy of personal medicaltfata.

The Act includes five titles whi ch ar e
Simplific-Relanéd B&ak AgplicaRon @andiEsforaementdof Graup

A

Health Plan Requireméns 6 an d 0 R el Bha titlethaOde fwidl farther Bbok into is

the second one which&8Ad mi ni strative Simplificationo.

aims to protect personal medical data of the individtfals.

The PrivacyRule of theHealthInsurance Portability and Accountability Act shall be applied

to subsequent entities:

107 Federal Trade CommissioRinancial Privacy RuleAvailable at:
https://www.ftc.gov/enforcement/rules/rulemakiregulatoryreform-proceedings/financigbrivacy-rule (Last
accessed on 7 Septeent?018)

108 bid

109 Medical Definition of Health Insurance Portability and Accountability Act, Available at:
https://www.merriam
webster.com/medical/Health%20Insurance%20Portability%20and%20Accountability%20Act (Last accessed on
8 September 2018)

119 Health Insurance Portability and Accountability Act (HIPAA), Available at:
https://www.investopedia.com/terms/h/hipaa.asp (Last accessed on 8 September 2018)

111 Health Insurance Portability and Accountability Act (HIPAA), Available at:
https://searchhediit.techtarget.com/definition/HIPAA (Last accessed on 8 September 2018)

12ihid

17

(@)



. MODEL US SENATE
&= COURTS OF JUSTICE 2019 STUDY GUIDE

i Covered Healthcare ProvideisEntities that provide healthcare supplies or services
and processes transmission of medical data in a way that has been regulated by the

Department of Health and Human Servit¥s.

-

Healthcare ClearinghousésAn entity that converts the medical data of another entity

from a nonstandard format to a standard format or the other way ardfind.

-

Health Plansi Entities that are medical care provislesr render the payment of

medical treatmenti®

I Medicare Prescription Drug Card Sponso®s non-governmental entity that transacts
its business under the Medicare Modernization Act by providing discount programs on

drugs?®

The medical data protected #itis Act consists of data including the physical or mental
condition of the patient, details of the payment for the healthcare to the patient; in addition to
these name, birth date, social security number and address of the patient is also considered as

private health informatiott’

The entities subject to this Act are required to create plans and policies to regulate the
transmission and maintenance of the private health information of the patients and make sure
that these policies and plans are appliedery.*® They need to ensure the confidentiality,
integrity, and availability of private health informatid® Confidentiality means that this
information shall not be disclosed to unauthorized entitfBy ensuring integrity, they need

to make sure that this information is not modified in a-atbowed mannet?* And lastly, to

113 National Institute of Standards Technology U.S Department of Comn#endetroductory Resource Guide
for Implementing the Health Insurance Portability and Accountability(HBPAA) Security RuleAvailable at:
https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/administrative/securityrule/nist80066.pdf (Last
accessed on 8 September 2018)

14 ibid

15ibid

18ibid

117 Department of Health and Human Services Centers for Med&aMedicaid ServiceddIPAA Privacy and
Security Available at: https://www.cms.gov/Outreaahd Education/Medicaré earningNetwork-
MLN/MLNProducts/Downloads/HIPAAPrivacyandSecurity.pdf (Last accessed on 8 September 2018)
118 Department of Health and Hum Services Centers for Medicare & Medicaid Servie#BAA Privacy and
Security Available at: https://www.cms.gov/Outreaahd Education/Medicard earningNetwork-
MLN/MLNProducts/Downloads/HIPAAPrivacyandSecurity.pdf (Last accessed on 8 September 2018)
9ibid

20ihid
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implement the availability of this information, the health service providers need to make the

data available with the demand ofauthorized entity??

According to the breach rule of theéealth Insurance Portability and Accountability Act,
individuals need to be informed in case of a breach related to their unsecured protected health
information?® The notification to the individual ost be made no later than 60 days after the
realization of the breach and shall not be delayed in case afewmssity?* If more than 500
individuals are affected within the same State or jurisdiction area, in addition to the individual
notification, a mdia notice also needs to be maéeA brief explanation of the breach shall

be included in both media notice and individual notfée.

In any case of the violation of this Act, the responsible individual or group will face with
charges that can be either Eettent or criminal prosecutidd’ In one of the previous cases in
2014, New York- Presbyterian Hospital and Columbia Universitgde protected health
information of more than 6,800 individuals accessible online and this case resulted with a fine

of $4.8 mllion.1%8

In another case, it was determined that a hospital employee used protected health information

for his advantage and this person faced up to 10 years of time in Pfison.

Thus, theHealth Insurance Portability and Accountability Act aims to prateetprivacy of

health information of the individuals against unauthorized entities. For that reason, it can be

122 Department of Health and Human Services Centers for Medicare & Medicaid Serilieas#s Privacy and
Security Available at: https://www.cms.gov/OutreaahdEducation/Medicaré.earningNetwork-
MLN/MLNProducts/Downloads/HIPAAPrivacyatsecurity.pdf (Last accessed on 8 September 2018)
123.S. Department of Health and Human Servi@sach Notification RuleAvailable at:
https://www.hhs.gov/hipaa/feprofessionals/breaehotification/index.html (Last accessed on 8 September
2018)

124ibid

125.S. Department of Health and Human Servi@sach Notification RuleAvailable at:
https://www.hhs.gov/hipaa/fegprofessionals/breaehotification/index.html (Last accessed on 8 September
2018)

128 jbid

127 Department of Health and Human Services Qarfe Medicare & Medicaid ServicelstiPAA Privacy and
Security Available at: https://www.cms.gov/Outreaahd Education/Medicaré earningNetwork-
MLN/MLNProducts/Downloads/HIPAAPrivacyandSecurity.pdf (Last accessed on 8 September 2018)
12815 of the biggest data breach settlements and HIPAA fines, Available at:
https://www.beckershospitalreview.com/healthemfermationtechnology/15of-the-biggestdatabreach
settlementshipaafines.html (Last accessed on 9 September 2018)

129 Department bHealth and Human Services Centers for Medicare & Medicaid Serwte&A Privacy and
Security Available at: https://www.cms.gov/Outreaahd Education/Medicard.earningNetwork-
MLN/MLNProducts/Downloads/HIPAAPrivacyandSecurity.pdf (Last accessedSep&mber 2018)
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considered that major progress has been made at the data protett®tnited Statewith

the promulgation of this Act.
IV.  The Fair Credit Reporting Act

The Fair Credit Reporting Acs a federal law that was enacted in 1970, aims to protect
information acquired by consumer reporting agentieall the consumer reporting agencies

are subject to this aét!

Consumer credit reports are summariethe financial history of the consumers, that are used
by lenders to determine if the consumer is a good or bad credit4iEkese reports include
information about the credit of the consumers, bill payment history and current status of the
credit accouts.*® One of the major crediieporting agencies is the previously mentioned
company named Equifax and the other ones are TransUnion and Expeidith the
amendment to the Fair Credit Reporting passed in 2003, each year the consumers have
the right toreceive one free copy of their credit report from each credit reporting at@ncy.

EQUIFAX

TransUnion

5.8 Experian®

Image V: Three major credit reporting agenciés

One of the main goals of this Act is to protect the privacy of the data acquired by the
consumer reporting agenci€$.The consumer needs to be notified if this information given

to consumer reporting agencies is used in a way against theirf&v

130 Understanding Your Credit Report and the FCRA, Available at: https://www.thebalance.coydahat
shouldknow-aboutthe-fcra-960639 (Last accessed on 9 September 2018)

Blibid

132 Financial DictionaryCredit Report Available athttps://financial
dictionary.thefreedictionary.com/credit+report (Last accessed on 9 September 2018)

33ibid

134 ibid

135 ibid

136 3 Major Credit BureausWhich one should you contadtvailable at: https://csicreditrepair.cormi®ajor
creditbureauswhich-one should-you-contact (Last accessed on 9 September 2018)

7 Fair Credit Reporting Act, Available at: https://www.experian.com/blogstaglerian/credit
education/repotrbasics/faircreditreportingactfcra/ (Last accessed on 9 September 2018)
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The consumers are entitled to know what is in their credit reports and they have the right to
request their credit scot&’ Information that cannot be verified or incorrect shall be fixed or

removed by the consumer reporting aget{€y.

The Fair Credit Reporting Actpecifies those who can access the sensitive data of the
consumet*! Information can be provided to entities with a valid need, mainly for the
application of the consumer with a creditor, insurer, landlord or emptéy@he written
consent of the consumer is needed for the current our potential employer to have access to

these files and conduct a background chHégk.

In case of any action against the Fair Credit Reporting Act, the consumer reporting agency

shall be sued in a state or federal cotift.

Consequently, the Fair Credit Reporting Act, as one of the first examptigaoprotection
laws enacted in the computer age, is one of the key legislations that paved the way for the
development of other regulations on the privacy of the information in the United States.

V.  The Electronic Communications Privacy Act

The Electronic @mmunications Privacy Act was enacted in 1986 as an amendment to the
Wiretap Act of 1968 With the Wiretap Act, the government restrictions on wiretaps from
telephone calls were legalized, however, this Act did not include any provisions on the
transmissins via computer or other digital or electronic communication mettiédsid with

the amendment to the Wiretap Act, the Electronic Communications Privacy Act, government

restrictions on the transmissions of electronic data by computer and other digi¢stimnéc

139 Fair Oredit Reporting Act, Available at: https://www.experian.com/blogséagierian/credit
education/reporbasics/faircreditreportingactfcra/ (Last accessed on 9 September 2018)

140ibid

141 Federal Trade Commission Consumer Informat®@ummary of Your Rigs Under the Fair Credit
Reporting ActAvailable at: https://www.consumer.ftc.gov/articles@B6fair-creditreportingact.pdf (Last
accessed on 9 September 2018)

142ibid

143ibid

144 ibid

145 Business DictionaryElectronic Communications and Privacy Agvailable at:
http://www.businessdictionary.com/definition/Electros@ommunicationdrivacyAct-ECPA.html Last
accessed on 14 September 2018

146 Justice Information Sharinglectronic Communications Privacy Act of 198&ailable at:
https://it.ojp.gov/PivacyLiberty/authorities/statutes/1285 Last accessed on 14 September 2018
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communication methods were incorporated into the restrictions on wiretaps from telephone

calls#’

Afterwards, with the enactment of théniting and Strengthening America by Providing
Appropriate Tools Required to Intercept and Obstruct Terrorid®A( PATRIOT) Act in

2001, the provisions of thelectronic Communications Privacy Act were weakened to some
extent!*® The Electronic Communications Privacy Act was required to string along with the
new communication technologies or methods with the amendment entered into force with the
USA PATRIOT Act*® This amendment also added a provision which aims to facilitate the
access to stored communication related to the essential information requested by the law
enforcement agencié¥} Therefore, some information protected under this Act can be
disclosed with a subpoena or with a special court order or in some cases withha searc
warrant®® The Federal, State or governmental officers are able to use and disclose the

information obtained through authorized wiretappirig.

Title |1 of the Electronic Communications Privacy Act, states that if wire or oral
communications have been intepted, the information obtained from this interception
cannot be used as evidence in any judicial prangedr before any regulatory body or

legislative committee; any action against this provision shall be a violation of tht&*Act.

Title Il of this Act protects stored communications and title Il provides provisions regarding

the installation of the tarp and trace devices with a court éréler.

In case of a violation of this Act, the court may award damages to the victims, impose
punitive damages or impos@ imprisonment which shall not exceed five yearghus, it is

illegal with this Act to disclose or use any information obtained by the interception of any

“4718 U.S.C. A 2510

148 Justice Information Sharinglectronic Communications Privacy Act of 198&ailable at:
https://it.ojp.gov/PrivacyLiberty/authorities/statutes/1285 Lastssmmbon 14 September 2018
149ibid

150ibid

151 Justice Information Sharinglectronic Communications Privacy Act of 198&ailable at:
https://it.ojp.gov/PrivacyLiberty/authorities/statutes/1285 Last accessed on 14 September 2018
%218 U.S.4a8 A 2516

%818 U.S. C. A 2515

154 Justice Information Sharinglectronic Communications Privacy Act of 198&ailable at:
https://it.ojp.gov/PrivacyLiberty/authorities/statutes/1285 Last accessed on 14 September 2018
5What is theElectronic Communications Privacy Advailable at: https://www.minclaw.com/legedsource
center/whais-the-electroniccommunicationgprivacy-act/ Last accessed on 14 September 2018
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wire, oral or electronic communication devices, on purpose without permission or legal

authorizatio.1°®

VI.  The Privacy Act of 1974

The Privacy Act is a federal law which focuses on the information of individuals maintained
in systems of records by federal agenétésThe aim of the Act is to protect the sensitive
information maintained by federal agencies mdividuals from possible invasions and

unauthorized disclosuré#

According to the O6No disclosure without
information kept in a system of records, without a written request or written consent of the
individuals to whom the information belon$$.There are twelve exceptions to this rule,
stated at the provisions of the Act such as the request of law enforcement agencies or to

protect the health or safety of the individfl.

Individuals have the right to accesgir personal data maintained by these aget¢iaad

also to request amendments of their own rectids.
VII.  Judicial Redress Act of 2015

The Judicial Redress Act of 2015 extends the Privacy Act of 1974 and addresses the
individuals who are citizens adesignated foreign countrié® As mentioned before, the
Privacy Act has given individuals a chance to stand against the unauthorized disclosure of

their personal data maintained in a system of rec8fdghe Judicial Redress Act expanded

156 Business DictionaryElectronic Communications and Privacy A8wailable at:
http://www.businessdictionary.com/definition/Electros@ommunicationdrivacyAct-ECPA.html Last
accessed on 14 September 2018

7 The U.S. Department of Justiderivacy Act of 1974Available at: https://www.justice.gov/opcl/privaagt
1974 Last accesd on 15 September 2018

158 i

95 U.S.C. A 552a(b)

05 yU.S.C. -®) 552a(b) (1
5 y.S.C. A 552a(d) (1)
85 y.S.C. A 552a(d)(2)

163 Judicial Redress Act Enacted, Available at: https://www.alstonprivacy.com/juckciedssactenacted/ Last
accessed on 1%eBtember 2018

164 The U.S. Department of Justiderivacy Act of 1974Available at: https://www.justice.gov/opcl/privaagt
1974 Last accessed on 15 September 2018
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the scope of this é by giving the same opportunity to people who are not citizens of the

United States, but citizens of some designated foreign couftties.

The citizens of designated countries may bring an action against United States agencies that
intentionally disclosehe private data which pertains to them or the United States agencies
designated by the Department of Justice which do not allow the individuals to access their
personal data maintained in their system of rectftiBhe Department of Justice may choose

the countries whose citizens will be subject to this Act, with the approval of the Department
of State, the Department of the Treasury, and the Department of Homeland SétTiligse
designations of the Department of Justice are exempt from administrativgudiogl

review168

After the rescission of the Safe Harbour Framework for the United StheesEuropean
Union, this Act has been an important step towards strengthening the relationships between
the European Union and the United Stafés.

VIII. Uniting and Strengthening America by Providing Appropriate Tools
Required to Intercept and Obstruct Terrorism (USA PATRIOT) Act

The USA PATRIOT Act is an Act of Congress signed into law during the Presidency of
George W. Bush on 26 October 2011, shortly afteSeyatember 11 attack& In response to

the September 11 terrorist attacks, the agenda has immediately become the prevention of
terrorist attacks to make the United States a safer cotfhtry.

165 United States Congress, SummatyR.14283 114th Congress (2018016),Available at:
https://www.congress.gov/bill/114&tongress/houskill/1428 Last accessed on 15 September 2018

186 United States Congress, SummatyR.14283 114th Congress (2018016),Available at:
https://www.congress.gov/bill/114&tongress/houskill/1428 Last accgsed on 15 September 2018

187 ibid

168 jbid

169 Judicial Redress Act Enacted, Available at: https://www.alstonprivacy.com/juckciedssactenacted/ Last
accessed on 15 September 2018

170 CNN Politics:Everything You Need to Know about the Patriot Act Delfatailable at:
https://edition.cnn.com/2015/05/22/politics/patréatdebateexplainernsal/index.html Last accessed on 15
September 2018
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Image VI: September 11 Attacks on the World Trade Cénter

The best measure to be taken in order to prevent these attacks was considered to be an
extended surveillance of communicatidfsThis was explained by George W. Bush in the
signing ceremony of the law in 2001 '&Bhe existing law was written in the era of ngta
telephones. This new law that | sign today will allow surveillance of all communications used
by terrorists, including emails, the Internet, and cell phdiésBy this way, this Act has
amended several other acts on data security such as the EleCoomicunications Privacy

Act, Computer Fraud and Abuse Act and the Wiretap'Act.

The main targets of this Act were preventing money laundering and financing of terrorism

and extending the surveillance powers of federal law enforcement and intelligendestgnc

detect terrorist activities in advanté.Title Il of the Act has included provisions to enhance
surveillance procedures and title Ill addressed money laundering issues and is called
oriternational Money Laundering Abatement and Financial-Aetioi s m Act Yof 2001

172Business InsideMVhat happened on 9/11, 17 years a@aailable at: https://www.businessinsider.com/what
hapenedon-911-why-20169 Last accessed on 15 September 2018

173 Encyclopedia BritannicdJSA PATRIOT ActAvailable at: https://www.britannica.com/topic/USA
PATRIOT-Act Last accessed on 15 September 2018

174 CNN Politics:Everything You Need to Know about fPatriot Act DebateAvailable at:
https://edition.cnn.com/2015/05/22/politics/patréatdebateexplainernsal/index.html Last accessed on 15
September 2018

175 Britannica:USA PATRIOT ActAvailable at: https://www.britannica.com/topic/USPATRIOT-Act Last
accessed on 15 September 2018

176 InvestopediaUSA PATRIOT ActAvailable at: https://www.investopedia.com/terms/p/patriotact.asp Last
accessed on 15 September 2018
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The amendment to the Wiretap Act has been made at the Title Il Sections 201 and 202 of the
USA PATRIOT Act!’® with the Wiretap Act 1968, eavesdropping on a private telephone,
electronic or face to face communications has been prohibitecdiiew exception$’® These
exceptions were increased with the enactment of the USA PATRIOT®Gerrorist crimes

with Section 201 and computer crimes with Section 202 became the exceptions of the Wiretap
Act.’®1 By becoming an exception, these two crimese started to be considered as serious
crimes under the Wiretap Act, therefore, intercepting the wire, oral and electronic
communications related to the investigations on terrorism and also to the computer fraud and

abuse offenses have been legaliset wélid authorizatiort®?

Opponents of the Act criticised it heavily for allowing the United States government to
investigate any person by just seeing them as a possible threat, which collides with rights to
privacy of the citizens in the United Staté$The Electronic Privacy Information Center
criticized the Act for the possible interception of the private communication of the law
abiding citizens of the United Staté4.

The Act is also criticized for its Section 213, which allowed sneak and peak seatebeted

by the agent$* Al | owi ng a sneak and peakauthaigfor h mea
del aying notice of t.1#f @his evaseconsitered by sonfe asathewar r
violation of the Fourth Amendment by delaying the notice of search orresetputhe

concerned individua®” According to the Fourth Amendment, citizens need to be noticed
before any search has been carried out on their property or méterial.

178 Britannica:USA PATRIOT ActAvailable at: https://www.britannica.com/topic/lUSPATRIOT-Act Last
accessed on 15 September 2018

179 ibid

180 ibid

181 USA PATRIOT Act (U.SH.R. 3162, Public Law 10:66), Title Il, Section 201 and 202

182 bid

18 InvestopediatJSA PATRIOT ActAvailable at: https://www.investopedia.com/terms/p/patriotact.asp Last
accessed on 15 September 2018

184 Electronic Private Information CentddSA PATRIOT ActAvailable at:
https://www.epic.org/privacy/terrorism/usapatriot/#Analysis Laseased on 15 September 2018

185 Surveillance by the USA PATRIOT Act, Available at: https://www.aclu.org/other/surveilander
usapatriotact Last accessed on 15 September 2018

186 USA PATRIOT Act (U.SH.R. 3162, Public Law 1066), Title II, Section 213

187 Surveillance by the USA PATRIOT Act, Available at: https://www.aclu.org/other/surveilander
usapatriotact Last accessed on 15 September 2018

188 Authenticated U.S. Government Informatidkmendment 4 Searches and SeizArailable at:
https://www.congress.gov/content/conan/pdf/GRBONAN-201710-5.pdf Last accessed on 15 September
2018
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IX.  Family Educational Rights and Privacy Act

Family Educational Rights and Privacy Act, also referred as the Buckley Amendment due to
its proponent Senator James L. Buckley, is a federal law enacted in 1974, that governs access
to educational records and information by the third palfe$he educatinal information

and records protected under this Act contain personal data of the stii8lents.

The educational agenci es s ub jauwhorizedtodire¢ctands Act
control public elementary or secondary, or postsecondary eduadtinstitutions 18 Before

releasing the personal data of the students, these educational agencies must provide the
students or for those who are under 18, to their parents, a public notice, so that the

information will not be released without their consE?

The information of the eligible students, a student whose age is 18 or older or student at any
age that is enrolled in a postsecondary institution, may be disclosed to their parents, without
the consent of the studenndentf tAedterma rée q
dependent studedis defined in section 152 of the Internal Revenue Code of 1986.
According to this Code, dependent student means the student that is proved to be dependent

on the income of their parents with the most recerdrite tax statemeht®

For the disclosure of the documents, written consent from the student stating the information
to be disclosed, including reason of the disclosure and the third parties whom will have access

to the documents with this releasenéeded?®

8%Encyclopaedia Britanica: Family Educational Rights and Privacy Aétvailable at:
https://www.britannica.com/topic/FamilyducationRightsandPrivacyAct Last accessed on 21 September
2018

190bid

¥20 U.S.C. A 99.1

192 Encyclopaedia Britannic&amily Educational Rights an@rivacy Act Available at:
https://www.britannica.com/topic/FamilyducationRightsandPrivacyAct Last accessed on 21 September
2018

198 FERPA (Family Educational Rights and Privacy Act of 1974), Available at:
https://searchsecurity.techtarget.com/dé&fm/FERPA Last accessed on 21 September 2018

194 ibid

%26 U.S.C. A152

196 Encyclopaedia Britannic&amily Educational Rights and Privacy Aétvailable at:
https://www.britannica.com/topic/FamiljducationRightsandPrivacyAct Last accessed on 21 Sepbem
2018
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X. No Electronic Theft Act

No Electronic Theft Act was signed into law by President Clinton in 1997, deriving from
LaMacchia cas&’’ With the decision of the United States District Court for the District of
Massachusetts on the United States v. Laifi@ccase in 1994, it was ruled that copyright

infringement committed with necommercial motives, could not be prosecuted under

criminal copyright law effective at the time of the c&%e.

Following the ruling of the LaMacchia case, due to the lack of put&s® on non
commercial copyright infringements, Congress created the No Electronic Theft® Atie

Act aimed to facilitate the prosecution on copyright infringem&&tanith this Act,
distribution, making and sharing copies of electronic copyrighted wsukfi as games,
movies, songs or software programmes became a federaltiviaether the person acted
with commercial or nowommercial purposes shall not affect the implementation of this

ACt.202
Xl. 2017 Broadband Consumer Privacy Rules Proposal and Repeal

Broadband Consumer Privacy Rules were imposed in 2016 by the Federal Communications
Commission(FCC) with the aim of setting some limits on the use of consumer personal

information by Broadband Internet Service Providéts.

This Proposal brings up a new réqu e me n't cal | ed 2% With nttisu me r

requirement, Broadband Internet Service Providers are expected to notify their consumers on

197 No Electronic Theft ActDefinition & Overview Available at: https://study.com/academy/lesson/no
electronietheft-actdefinition-overview.html Last accessed on 22 September 2018

198 The David LaMacchia Cas€horonological IndexAvailable at:
http://www.onlineethics.org/Resources/lamindex/courtdocs/LaMacchialndict.aspx Last accessed on 22
September 2018

199No Electronic Theft ActDefinition & Overview Available at: https://study.com/academy/lesson/no
electronietheft-actdefinition-overview.himl Last accessed on 22 September 2018

20 ihid

201 |ndiana UniversityWhat is the No Electronic Theft Ac&vailable at: https://kb.iu.edu/d/aliv Last accessed
on 22 September 2018

202jhid

203White and Case=CC Adopts Privacy Regulations for Broadbdnternet Service Providergyvailable at:
https://www.whitecase.com/publications/article/adoptsprivacy-regulationsbroadbanenternetservice
providers Last accessed on 23 September 2018

204ibid
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the information collected on them, the way this information is acquired, the reasons of

disclosure of this personal srination and whom the information is shared vfth.

In addition to the consumer notice requirement, this Proposal also provided the consumers a
choice on the disclosure of sensitive ddfaThe Broadband Internet Service Providers are
required to notify theonsumers in advance and provide them aroapbption?’’ Therefore,

the sensitive information will not be disclosed without the consent of the con&imer.
However, the consent of the consumer is not required for the disclosure of the information

which isconsidered as nesensitive according to this A€t°

In February 2017, Senator Jeff Flake stated that he will introduce a resolution that will cause
the repeal of the Broadband Consumer Privacy RifeBhe Resolution was introduced in
March 2017 by Senatdeff Flake and 23 Republican-sponsorg!! Jeff Flake claimed that
these Rules will not make any change at existing consumer privacy regulations and FCC
aimed to expand the scope of its jurisdiction and enforce data restrictions which will have a

negative impact on consumers by adopting thesesRifle

On 23 March 2017, the United State Senate passed the resolution of Jeff Flake with the votes
of 50 Republicans against 48 members of the Séka@n 28 March 2017, the House of
Representatives passed the resolution and aftettlieatesolution was tkcted to its last stop

which is the President of the United Sta&¥€0On 3 April 2017, President Trump signed the

205\White and Case=CC Adopts Privacy Regulations for Baband Internet Service Providesyailable at:
https://www.whitecase.com/publications/articlefadoptsprivacy-regulationsbroadbanenternetservice
providers Last accessed on 23 September 2018

206 jhid

207ibid
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209ihid

210Flake to use CRA in bid tondo FCC broadband privacy rules, Available at:
https://secure.politico.com/tipsheets/morntegh/2017/02/flakevorking-on-crato-undo-fcc-broadband
privacyrules218757 Last accessed on 23 September 2018

21GOP Senatorsd new bill would Iet I SPs sell your Web
https://arstechnica.com/tegwlicy/2017/03/gopsenatorsew-bill -would-let-ispssellyour-web-browsingdata/
Last accessed on 23 September 2018

212 Jeff Flake U.S. Senator &kona:Flake Introduces Resolution to Protect Consumers from Overreaching
Internet RegulationAvailable at: https://www.flake.senate.gov/public/index.cfm/2017/3/flakeduces
resolutionto-protectconsumerdrom-overreachingnternetregulation Lastecessed on 23 September 2018
213How ISPs can sell your Web histénand how to stop them, Available at:
https://arstechnica.com/informatidechnology/2017/03/hovspscansellyour-web-history-andhow-to-stop
them/ Last accessed on 23 September 2018

214 Congess just killed your Internet privacy protections, Available at:
https://money.cnn.com/2017/03/28/technology/heinsernetprivacy-repeal/index.html Last accessed on 23
September 2018
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Congressional Review Act Resolution that invalidated the Broadband Consumer Privacy
Rules of the Federal Communications CommiséiénTherefore Broadband Consumer

Privacy Rules were nullified with the approval of the Congress and the Predfdent.
XII. Security Breach Notification Laws

Apart from the previously mentioned federal laws, the United States also has several state
laws regarding data secwy#!’ These state laws which are called Security Breach
Notifications Laws are laws that oblige entities to inform their customers and other concerned
parties in case of a data bredt¢hThe entities which maintain private information are

required to abide bthe security standards imposed based on these staté¥aws.

The enactments of these multiple Security Breach Notifications Laws started in 2002 with the
enactment of the Security Breach Notifications Law in CalifofficGenate Bill No. 1386
chapter 915, wdely known as California Data Security Breach Notifications Law was
introduced by Senator Peace on 12 February 2002 as a law which aims to protect the personal
information of the citizens and entered into foooel July 200321

The personal informationated in the California Data Security Breach Notifications Law is
first name, l ast name, first 1 nitial i n comk
number or California identification card number, account number, credit or debit card and any
code or password that will give access to the financial account of the inditAtit@wever

personal information does not contain information that has been made public I&&##fully.

215The Nullification of FCC's Broadband Privacy Ruléghat It ReallyMeans for Consumerévailable at:
https://www.forbes.com/sites/wlf/2017/04/12/hellification-of-fccsbroadbaneprivacy-ruleswhatit-really-
meansfor-consumers/#6bb603fc79ba Last accessed on 23 September 2018

216ibid

217 NCSL: Security Breach NotificatioLaws Available at: http://www.ncsl.org/research/telecommunications
andinformationtechnology/securitypreachnotificationlaws.aspx Last accessed on 1 October 2018

28No more waiting: itdos time for a federal data breact
https://www.accessnow.org/roore waiting-its-time-for-a-federatdatabreachlaw-in-the-u-s/ Last accessed on
1 October 2018

219 Data Security and Breach Notification in the United States, Available at:
https://www.lexology.com/library/detail.aspx?g=b9a0efd-4924a531f669e9b8941f Last accessed on 1
October 2018

20Californiads Date Breach Law, Available at: http://\
security/2017/02/10/californiagatabreachlaws/ Last accessed on 1 October 2018
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222 California SB 1386, Se@, 1789.29, (e)
223 California SB 1386, Sec. 2, 1789.29, (f)

30



US SENATE
STUDY GUIDE

=

Image VII: The Flag of Californi&*

After the Security BreackNotifications Law of California, other states followed general
guidelines provided at this law and created their own state law on data protéttion.
Nowadays all 50 states, the District of Columbia, Guam, Puertq Bncbthe Virgin Islands

have laws on ndtcations of data breaché& However, the United States lacks a federal law
which can be applied in all the states and districts, therefore preventing different rules on the
same issues within the same countfy.In case of a data breach made by a complaatyis

active in more than one state, each affected state needs to start a separate investigation which
will only involve its activities in that staf@® This was seen in the case of Uber in 2016,
which is a major online transportation network comp&fiyber faced a massive breach in

2016 which affected approximately 57 million users in the United Stfté&ames, mobile

phone numbersind email addresses of these users were acquired by h&ékermsddition to

224 Amendment to California Law on Breaches, Available at:
https://www.carmelowalsh.com/2016/10/amendrraaiifornia-law-breaches/ Last accessed on 1 October 2018
225NCSL: Security Breach NotificatioLaws Available at: http://www.ncsl.org/research/telecommunications
andinformationtechnology/securitpreachnotificationlaws.aspx Last accessed on 1 October 2018

228jbid

2’TNo more waiting: itodos time for a federal data breact
https://www.accessnow.org/morewaiting-its-time-for-a-federatdatabreachlaw-in-the-u-s/ Last accessed on

1 October 2018
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230BBC: Uber concealed huge dabaeach Available at: https://www.bbc.com/news/technoletR075306

Last accessed on 2 October 2018
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that, names and licea details of 600,000 drers were also obtained by these hack&$he

breach was made public in 20%8?.The main concern at this event was that based on the
allegations of Bloomberg, the CEO of the company, Travis Kalanick, knew about the breach
since 2016, but did not notify theublic, especially the customers who were directly affected

by this breack3* Attorney General of Pennsylvania filed a lawsuit against the company,
followed by other states starting investigations on the breach of?6@ecause of the lack

of a federal l&v on data breach in the Unit&flates, a federal investigation regarding the
breach of Uber could not be made, which caused waste of time and sources by conducting
investigations in multiple staté®

Image VIIl: Uber®’

C. ADROIT DATA BREACH AND URGENT REQU EST FOR FEDERAL DATA
PROTECTION LAWS

22ibid

233 Norton: Uber announces new data breach affecting 57 million riders and drikeeilable at:
https://us.norton.com/internetsecuréynergng-threatsuberbreach57-million.html Last accessed on 2 October
2018

2% ibid

2No more waiting: itodos time for a federal data breact
https://www.accessnow.org/maorewaiting-its-time-for-a-federatdatabreachlaw-in-the-u-§ Last accessed on
1 October 2018
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237 Uber hid a 2016 data breach that affected 57 million people, Available at:
https://www.recode.net/2017/11/21/16687794/uthetahack57-million Last accessed on 2 October 2018
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As individuals are trying to keep up with everything happening around the world and striving
to be a part of this growing worldwide community, the internet has been an indispensable part
of our lives for the last yearblowadays, being a part of this newly created online community
has become an inevitable phenomenon. You may want to get in touch with your relatives,
friends, colleagues or meet new people and try to be aware of everything going on in their
lives by usingsocial media services. You may as well want to communicate with your
colleagues living far away from you and carry on your business by using some simple email
services. Furthermore, you may want to enrol to an online course to improve your abilities. As
we have seen, there are countless ways to become a part of this online community and there is
simply no way to not be a part of it considering how it has become a normal part of our daily
lives. We give out our personal information such as name, surnaneepfdbtrth, emalil,

gende to online communities when signing up to benefit from their services. We also give
sensitive information such as credit card number and address when purchasing a product from

online shopping sites.

60
40

20

2010 2015

Image IX: Usage of at Leasti@ Social Media Site by the Adults in the United States

Majority of the people disclose this kind of sensitive information without thinking about its
possible negative consequences, they do not question whether they may face severe
consequences if thimformation is acquired by a hazardous third party. For the ones who
actually think about these consequences and decide not to disclose any of their personal data

and try to stay away from this online world, end up being outcasts. Therefore, nowadays,

238 pew Research Cent&ocial MediaFact SheetAvailable at: http://www.pewinternet.org/fasheet/social
media/ Last accessed on 16 October 2018
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peope are stuck between two fires on the data privacy issue surrounding the safety of their
personal information at the online world. You may choose to become an outcast or risk the
privacy of your personal data in order to become a part of this expanditdy Worvever,
recently, people are focused on a possible third option which is becoming a part of this online
community while making sure that their personal information is protected and will not be
acquired by third parties without their consent. One efl#test events that Yabrought up

this issue to the agenda is the major data breach of the international web services provider

Adroit concerning personal information of more than 500,000 users.

Adroit is a web services provider headquartered in Caldo®ince its establishment in 1999,

the company has provided several services such as web search engine, email service, social
media website, file storage and synchronization service, web mapping service, language
translation service, video sharing seeyiand news website. In addition to all these essential
services, the company has also provided financial assistance to those in vulnerable situations.
The company has established donation pages for the Red Cross to provide assistance to the
victims of theHurricane Katrina in 2005, donated $1 million to for those affected from the
California wildfires in 2018, and helped the victims of Nepal earthquake in 2015 by donating
$1.2 million to the Nepal Earthquake Relief and Recovery Fund. Besides providstgrassi

to disaster areas, Adroit has prioritized the education children and youth in developing
countries by providing $40 million grant for enhancing the learning environment in
educational facilities and creating online learning platforms to continuediheation of the
children and youth outside of the classrooms. The company has never been involved in a data
breach scandal concerning the personal information of their users prior to the major breach

which occurred in 2017.

Web service provider Adrotlias been remaining at the top of the agenda nowadays because
of a violation of data privacy linked to their email services. In July 2018, the alleged data leak
committed by the major web services provider, Advadis brought to the agenda by Daniel
Barlow, a journalist for the Houston Journal. In the article of Barlow, it was claimed that the
web services provider Adroiteaked personal information and private emails of their
customers to an advertising agency called MofeGroup, which has its headquartéysated

in New York. The article also stated that this alleged act was conducted without informing the
users on the disclosure of their personal information and private emails and obtaining their

consent.
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According to these allegations, the main aim ofréd was to provide personalized
advertisements to their customers with the help of McElory Group by creating a
psychographic profile for each individual based on their personal information, especially their
personal emails. McElory Group is allegedlyrpiang to determine the psychographic profile

of each consumer by analyzing their emails and personal information such as gender and age.
By creating these profiles, the company plans to understand which products will be within the
field of interest of theconsumer and create personalized advertisements based on these

analyses.

Another important point stated at the article was that the personal information and private
emails were first leaked in July 2017, which means that none of the authorities or csstome

were notified for a year after the alleged leak of the personal data to the advertising agency.

The news was responded with excessive reactions from the public. The customers of the web
services provider filed complaints against Adroit the basis of idclosure of personal
information without consent and not notifying the concerned customers on this violation over

the following year.

Nowadays, data protection is a sensitive issue, considering all the breaches that have occurred

in the United States araffected millions of people. At this incident, it was revealed that the

data breach has disclosed personal data of approximately 520.000 users since 2017. The main
guestion on this issue was OWhy has the <col
520.0® users without their consent and why were these concerned users not informed on this

di sclosure during the foll owing year of the

The CEO of the web service provider Adroitade a statement as a response to these
all egat i on s  Ourtsa@e parposetwatidthist data disclasure was to provide our
customers with ads that are within their field of interest and it was conducted in accordance
with the privacy policy accepted by these concerned customers. Furthermore, none of the
personal inbrmation of the customers were disclosed to any third party other than McElory
Groulphéee Company al so st at e dhe gdrsontlltemailsrof qur e s s
customers were scanned by computer programs to determine their areas of interest and were

never personally read by employees of Adoit Mc El ory Gr oupo
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Considering previous data privacy breaches affecting the citizens of the United States such as
Facebook, Equifgxand Yahoo! data breaches, the public has lost their ifaidxisting data
privacy regulations. After all these incidents, they have called the attention of the authorities
to the fact that the legal regulatioos data protection in the United States is inadequate to
prevent and penalize current data privacy issues and even thataglprdzacy is a major
problem there is not any existing federal law on this issue. Therefore, the majority of the
population of the United States is waiting for a change at the existing regulations and to
witness a visible decrease at the data privaayesdo finally believe that their personal
information uploaded online is safe against cyber criminals and will not be disclosed by

companies or government agencies without their consent.

D. DELIBERATIONS ON THE DATA PRIVACY AND CONSUMER
PROTECTION ACT

I.  Arguments in Favour of the Approval of the Data Privacy and Consumer

Protection Act

Social networking service companies, service providers, corporations which conduct their
business nationwide or government agencies store personal information of thetipatogie
subject to their activities. The personal information of these individuals tends to be the main
targets of hackers, intelligence agencies or even corporations which can benefit from them.
For these reasons, it is claimed that the safety of parslaita is a crucial issue that urgently

needs to be protected under federal laws.

In the United States, there are several existing laws on data protection and some of these laws
are similar to each other while some contradict with one anéth8ome of he federal laws
regulate data privacy area, howewbese laws are mostly sectoral la#sFor these reasons,

the existing federal acts on data privacy, either cover just a limited part of personal
information or cover data breaches conducted only by smemain entitie$*! Therefore,

there is not a comprehensive data law which regulates data privacy and collection of personal

23 Jolly, leuan.Thomas Reuters Practical Law: Data Protection in the United States Ovedigilable at:
https://content.next.westlaw.com/Donent/I02064fbd1ch611e38578f7ccc38dcbee/View/FullText.html?context
Data=(sc.Default)&transitionType=Default&firstPage=true&bhcp=1 Last accessed on 27 October 2018.

240 Jolly, leuan.Thomas Reuters Practical Law: Data Protection in the United States OveAvigilable at:
https://content.next.westlaw.com/Document/I02064fbd1cb611e38578f7ccc38dcbee/View/FullText.html?context
Data=(sc.Default)&transitionType=Default&firstPage=true&bhcp=1 Last accessed on 30 October 2018

241 Council on Foreign Relation&eforminghe U.S. Approach to Data Protection and Privadyailable at:
https://www.cfr.org/report/reformings-approackdataprotection Last accessed on 30 October 2018
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data and covers all the entities that could have caused a Btéagtier witnessing the large
scale major data breaches over th& ldecade, the neexistence of a single federal data
privacy | aw has become an urgent 1issue and

the public expects the Senate to work on the idea of a single federal data privacy law.

The companies whicHisclose the personal data of the consumers just like in the cases of
FacebookCambridge Analytica and Adroit are subject to the Section 5(a) of the Federal
Trade Commission(FTC) Act which prohibits unfair and deceptive trade pratficEsis

FTC Act can aly be enforced by the FTC and the possible the amount of monetary fine tha
can be implemented by the FTC in case of a breach is relatively small, this shows the urgent
need for a federal law enforced by the state on data disclosure and privacy whidesprov
severe sanctions on data breaches that may enforce the entities to follow stricter guidelines on

data protection and privacé§/

Privacy policies provided by the businesses are not adequate to resolve data protection and
privacy issues, taking into ament that these documents are generally written by lawyers
without considering the need of normal people, therefore, it is really hard for a normal person
to understand the content of these poliéfésAs a result of this, these days the public
generally casiders privacy policies as documents that should directly be approved without
reading or understanding, therefore, it is ineffective to ensure data protection through these
policies?*® Also, the consumer tends to approve the terms and conditions witlaolingeor

by just taking a glance at it and give their consent to all the provisions stated at these
conditions?*” These acts cause concern on whether consumer protection laws can easily be

ignored by just clicking a button and agreeing all the terms arditmo s 242

242 |bid

24315 U.S.C. Sec. 45(a)(1)

244 Stepanovich, AmieData Protection in the United Stateshéte do we go from hereRvailable at:
https://www.accessnow.org/dgpaotectionin-the-united stateswheredo-we-go-from-here/ Last accessed on
30 October 2018

24521 Stan. Tech. L. Rev. 74 (2018)

248 | bid

247 Berreby, DavidClick to agree with what? No omeads terms of service, studies confiffhe Guardian.
Available at: https://www.theguardian.com/technology/2017/mar/03/tefrssrviceonline-contractsfine-print
Last accessed on 30 October 2018

248 |bid

37



US SENATE
STUDY GUIDE

Terms ENT

Conditions
Moy Apply

| Agree !I:

Image X: Terms and Conditions May Appt?

General Data Protection Regulation (GDPR) of the European Union, which entered into force
in May 2018, has been a remarkable development at data protection and privacy by
harmonizing the laws of membstates and making these 28 member states agree on a single
data protection regulaticii® At the first article of the GDPR, it is stated that this regulation
focuses on the protection of the personal data of natural peérdofise main criticism
surrounding lte United States after the enactment of GDPR is that 28 different European
Union member countries can manage to have a single data privacy law, while the United

States Congress cannot decide on a federal law for a single c&dntry.

European Union filed lawsuits against major companies such as Google, WhatsApp,

249 Wikipedia. Terms and Conditions May Applvailable at:
https://en.wikipedia.org/wiki/Terms_and_Conditions_May_Apply Last accessed on 30 October 2018

250 ForbesNew European Union Data Law GDPR Impacts are Felt by Largest Comp&uesjle, Facebook.
Available at: https://www.forbes.com/sites/chrisdenhart/2018/05/25meapearunion-datalaw-gdpr
impactsarefelt-by-largestcompanieggooglefacebook/#12cc84124d36 Last accessed on 30 October 2018

251 Regulation of the European Partiant and of the Council 2016/679 on the protection of natural persons with
regard to the processing of personal data and on the free movement of such data, and repealing Directive
95/46/EC (General Data Protection Regulation) [2016] OJ L 119/1

252 poremba, Be.Should the U.S. have a Federal Data Privacy Rawailable at:
https://www.itbusinessedge.com/articles/shetietu.s-havea-federaldataprivacy-law.html Last accessed on

30 October 2018
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Facebook and Instagram®® Since these companies have allegedly been violating the
provisions of GDPR by forcing the users to approve their new privacy policies, based on the
demand of the European Union, they shall be imposed severe sanctions in conformity with
GDPR%* After witnessing these effects of GDPR, as a country facing numerous data
breaches which has a negative impact on millions of people, the United States is etsedexp

to enact a federal law that will solve data protection and privacy issues.

The new consumer privacy law enacted by California in 2018 and called The California
Consumer Privacy Act, is considered as one of the pioneer laws on data privacy that may
strengthen the stance of the United States on data protection 3&sties. privacy law of
California which was followed by the enactment of data broker law of Vermont proves that
after the approval of GDPR in Europe, the United States has been focusirtg pnotiection

issues more closefy® This privacy law of California considers data protection as a way to
enhance democracy and draws attention to the privacy laws which are relatively more focused
on the consumerS! While California is working hard to enstithe protection of the data of

its citizens, states such as Wyoming and Mississippi are heavily criticized for having
inadequate data privacy la®®8.These two states lack a lot especially when it comes to data
breach notification regulatiorf§® The publicis expecting the U.S. Congress to focus on these

distinct differences at data protection in different states within the same country.

Hence, taking into consideration the recent improvements on data privacy regulations, the
majority of the American citizgs are hoping that the U.S. Congress will finally reach a
common ground on the Data Privacy and Consumer Protection Act and ensure the protection

of the personal data of their citizens at the earliest time possible.

253 ForbesNew European Union Data Law GDPR Impacts are FglLargest Companiessoogle, Facebook.

Available at: https://www.forbes.com/sites/chrisdenhart/2018/05/25éewpearuniondatalaw-gdpr
impactsarefelt-by-largestcompanieggooglefacebook/#12cc84124d36 Last accessed on 30 October 2018
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the-dataprivacylandscape/#7a3c2bf0e922 Last accessed on 30 October 2018

258 Tech RepublicThe best and worst U.S. states for protecting online privaegilable at:
https://www.techrepublic.com/article/thmstandworstus-statesfor-protectingonline-privacy/ Last acessed

on 30 October 2018
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II.  Arguments Against the Approval of the [ata Privacy and Consumer

Protection Act

Contrary to the greatumberof people supporting the Data Privacy and Consumer Protection
Act, there have been several criticisms directed at this bill. Since the main focus of the bill is
data protection, it has be compared to the recent data privacy regulation of the European
Union under the name of GDPR. Throughout the legislative process, the idea of making use
of GDPR as a framework for the Data Privacy and Consumer Protection Act was brought to
the agenda mtiple times. In response to this demand, some people highlighted the
controversial sides of GDPR. Primary questionable issue related to GDPR is that it has been
enforced only for a couple of months, therefore, the-kengn implications of this regulation

are ambiguoug®® Hence, some senators are against the idea of attributing the provisions of
the Data Privacy and Consumer Protection Act to an unclear regulation such as GDPR and

risking the chance of success by doing so.

Another criticism received is théifference between the definition of the data breach in the
| egal system of the United Stat eabreachdof GDPR.
security leading to the accidental or unlawful destruction, loss, alteration, unauthorized
disclosure of, oracess t o, p?& Any ind @fl datadraldtea @ the individual can

be subject to the data breach in accordance with this regulation, on the contrary to this system,
the legal system of the United States defines personal data as a limited number of
predetermined personal information such as social security or credit card néPhbers.
Therefore, the broad definition of the data breach in GDPR fails to comply with the legal

system of the United States.

260 poremba, Sueshould the U.S. have a Federal Data Privacy Rawailable at:
https://www.itbusinessedge.com/articles/shetietu.s-havea-federaldataprivacy-law.html Last accessed on
6 November 2018

2610J (EU) L 119, 4.5.2016, p.1.

262pWC.Data Breach Notification: 10 Ways GDPR Differs from the US Privacy Mdédelilable at:
https://www.pwc.com/us/en/services/consulting/cybersecurity/library/breaetepectives/gdpr
differences.html Last accessed®November 2018
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Image XI: Relationship of the United States and Eheopean Union Following GDP&

In addition to being compared to GDPR, the Data Privacy and Consumer Protection Act has
also received a major backlash due to its provisions which fail to comply with the
expectations of the public. The Act was generallyjextbto criticism regarding the
ambiguous definition of personal information which excludes a significant number of

i mportant sensitive dat a. Besi desanybdshdsd ) of
or governmental agency that accesses, callagtes, retains, transmits, or discloses personal

datao . Numer ous senators have opposed this def
it leaves out several entities whose actions may pose threat to the personal data of individuals
and, thereforepefore the approval of this Act by the Senate, this definition needs to be

changed into a more comprehensive form.

Furthermore, the weak enforcement provisions of the Act have drawn the attention of many
legal experts. The only concrete provision thatlésifying how to calculate civil penalties
under this Act is solely providing a maximum rate, not a detailed strategy on how to calculate
the civil penalty based on the duration or the scope of the breach. Hence, to enhance the
content of this Act to deteéhe covered entities from endangering the privacy of personal data
of its subjects, the Act needs to be amended in a way that will provide concrete provision on
the calculation of civil penalties.

The definition of privacy risk is another controversia sue r egarding this A

Act , privacy r thes jotentiad for doerdonah @ath toacause fharm to an

263MSP Alliance.ls a United States GDPR Coming®zailable at: https://mspalliance.com/unitsthtesgdpr
coming/ Last accessed on 6 November 2018
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individuaob . The main concern about this definitioc
determining the existence of priwa risk. For instance, in the case of Adroit, the data
disclosed by the company was used for creating personalized ads. Some may say that this
kind of usage of the personal data does not pose direct harm to the individual, therefore, there

IS not any exignt privacy risk at this incident. Herewith, the scope of the definition of the
privacy risk under this Act needs to be examined in detail and essential changes should be

made before this bill becomes a law to ensure its effectiveness.

In the case of Adroit, it was revealed that the public has not been infaboedthe data
disclosure over the following year. Therefore, for a bill that was proposed after this major
incident, a provision making it obligatory for the covered entitieprimvide an instant
notification to individuals after the breach, was inherently expected. However, as it is seen at
Section 4 of this Act, there is not any clear provision on the duration in which the covered
entities are expected to provide individualaadice on the disclosure of their personal data,

which may cause the covered entities to keep this information hidden for long periods of time.

The reason of the backlash received by the Data Protection and Consumer Privacy Act is not
solely based on itsomparison with GDPR or its ineffective provision, for some people, the
main reason of the disputes on this Act is the impossibility of a data protection law at a
federal level. These people claim that with the existence of several state data privacy laws,
compromising on a single federal law is unfeasible. As a consequence of these state laws with
different levels of protection against possible data breaches, uniting these diverse provisions
under a single federal data privacy law is considered to beyhitpiallenging. To illustrate,

the California Consumer Privacy Act of 2018, the most comprehensive and effective data
privacy law in the United States, provides the individuals an option to request the disposal of
their personal informatioff* Meanwhile, inWyoming and Mississippi, the companies are not
required to delete personal data of the consumer even after a specific period 4P time.
Finding a common ground among these kinds of diverse provisions and receiving the
approval of all the states can be cofhipg. The states with more strict regulations such as
California may not wish to weaken their existing regulations to equilibrate their data privacy

regulations with states such as Wyoming or Mississippi under a single federal law.

264 ComparitechWhich US states best protect privacy onling?ailable at:
https://www.competech.com/blog/vpsprivacy/whichus-statesbestprotectonline-privacy/ Last accessed on 7
November 2018

265 |bid

42



. MODEL US SENATE
&=, COURTS OF JUSTICE 2019 STUDY GUIDE

Compromising on a singldefinition of personal information may be a further controversial
issue, taking into consideration that the majority of the states have adopted different
definitions of personal data with different scopes. To exemplify, Wyoming has a broad
definition of personal information under their Statutkich consists of elements that majority

of the states do not consider as personally identifiable information such as shared login
secrets, security tokens, birth certificates, and marriage certifféatdence, toapprove a
federal data privacy law, Wyoming needs to either narrow down the definition of personal
information under its Statute or the other states shall be required to comply with the definition
of Wyoming by expanding their own definitions of persomébimation. As it is seem this
instance, states shall be obliged to make major changes at their own legal systems by
approving the regulation of data privacy with a federal law. Therefore, this may compel the

states to stand against the Data Privacy@onsumer Protection Act.

Taking into consideration these adverse aspects of the proposed Data Privacy and Consumer
Protection Act, the Senate is expected to further review the possibility and effectiveness of
such Act under these unfavourable conditions

E. RELEVANT LAWS TO THE DATA PRIVACY AND CONSUMER
PROTECTION ACT

l. Federal Trade Commission Act

a. Section 5(a)- Unfair or Deceptive Acts or Practices in or Affecting

Commerce
Section 5(a) of the FTC Act is as follows:

A( 1) kethods bfrcompetition in or affecting commerce, and unfair or deceptive acts or

practices in or affecting commerce, are hereby declared unlawful.

(2) The Commission is hereby empowered and directed to prevent persons, partnerships, or
corporations, exgat banks, savings and loan institutions described in section 18(f)(3),
Federal credit unions described in section 18(f)(4), common carriers subject to the Acts to

regulate commerce, air carriers and foreign air carriers subject to the Federal Aviation Act

266Alston & Bird. Wyoming Broadens Definition of Personal Information in Amended Data Breach Notification
Law. Available at: https://www.alstaprivacy.com/wyomingoroadensgiefinition-of-personaiinformationin-
amendeedatabreachnotificationlaw/ Last accessed on 7 November 2018

43



e, MODEL US SENATE
&=, COURTS OF JUSTICE 2019 STUDY GUIDE

of 1958, and persons, partnerships, or corporations insofar as they are subject to the Packers
and Stockyards Act, 1921, as amended, except as provided in section 406(b) of said Act, from
using unfair methods of competition in or affecting commerce arair wmfdeceptive acts or

practices in or®affecting commerce. 0

Section 5(a) of the Act states unlawfulness of unfair or deceptive acts in regard to commercial

activities and clarifies the authority of the Federal Trade Commission to prevent such acts.

b. Section 5(b} Proceeding by Commission

A Wh e n e WCemmissidmsbhall have reason to believe that any such person, partnership, or
corporation has been or is using any unfair method of competition or unfair or deceptive act
or practice in or affecting commerce, and if it shall appear toGbenmissionthat a
proceeding by it in respect thereof would bethe interest of the public, it shall issue and
serve upon such person, partnership, or corporation a complaint stating its charges in that
respect and containing a notice of a hearing upon a day and at a place therein fixed at least

thirty days aftertheesr vi ce of s?8i d compl aint. o

Section 5(b) states that appropriate proceedings shall be commenced if the Commission
affirms the existence of any unfair method of competition or unfair or deceptive act or
practice in or affecting commerce and believes thasg¢hhave a negative impact on the
interest of the public.

[I.  Computer Fraud and Abuse Act
AR(a) Whoever

(1) having knowingly accessed a computer without authorization or exceeding
authorized access, and by means of such conduct having obtained information that has
been determined by the United States Government pursuant to an Executive order or
statute to rgquire protection against unauthorized disclosure for reasons of national
defense or foreign relations, or any restricted data, as defined in paragraph y. of section 11
of the Atomic Energy Act of 1954, with reason to believe that such information seedbtain

%715 U.S. Code A 45

%15 U.S. Code A 45
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could be used to the injury of the United States, or to the advantage of any foreign nation
willfully communicates, delivers, transmits, or causes to be communicated, delivered, or
transmitted, or attempts to communicate, deliver, transmit or cause tminmunicated,
delivered, or transmitted the same to any person not entitled to receive it, or willfully
retains the same and fails to deliver it to the officer or employee of the United States

entitled to receive it;

(2) intentionally accesses a computerthout authorization or exceeds authorized

access, and thereby obtains

(A) information contained in a financial record of a financial institution, or of a card
issuer as defined in section 1602{mf title 15, or contained in a file of a consumer
reporting agency on a consumer, as such terms are defined in the Fair Credit Reporting
Act (15 U.S.C. 1681 et sgq

(B) information from any department or agency of the United States; or
(C)information from any protected computer;

(4) knowingly and with intent to defraud, accesses a protected computer without
authorization, or exceeds authorized access, and by means of such conduct furthers the
intended fraud and obtains anything of value, unless the object of the fraud anchthe thi
obtained consists only of the use of the computer and the value of such use is not more than

$5,000 in any dear period;

(5) (B) intentionally accesses a protected computer without authorization, and as a

result of such conduct, recklessly causes danag

(C) intentionally accesses a protected computer without authorization, and as a result of
such conduct, caui®es damage and | oss. 0

At first, subsection (a) of Computer Fraud and Abuse Act consisted of computers of financial
institutions and the govemment, however, this definition gradually broadened in a way that all

the networked computers are included within

%918 U.S. Code A 1030
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of this subsection is to prevent unauthorized access to protected computers and any action

againsthis Act shall be punished under subsection (c) of the sam&%Act.
[I. Electronic Communications and Privacy Act of 1986
A(1l1) Except as ot her wise s ppersowhadcal |y provid

(@) intentionallyintercepts endeavorsto intercept or procures any other person

to interceptor endeavor tantercept any wire, oral, orelectronic communicatign

(b)intentionally uses, endeavors to use, or procures any p#rspnto use or endeavor to

use anyelectronic, mechanical, or other devitteintercept any oral communication widen

(Dsuch devicas affixed to, or otherwise transmits a signal through, a wire, cable, or

other like connection used Wwire communicationor

(i) such device transmits commcations by radio, or interferes with the transmission

of such communication; or

(i) suchpersonknows, or has reason to know, that such device or any component

thereof has been sent through the mail or transported in interstate or foreign commerce; or

(iv) such use or endeavor to use (A) takes place ompritrmises of any business or
other commercial establishment the operations of which affect interstafereayn
commerce or (B) obtains or is for the purpose of obtaining information relating to the
operations of any business or other commercial establishment the operations of which affect

interstate orforeign commerceor

(v) suchpersonacts in the District of Columbia, the Commonwealth of Puerto Rico, or

anyterritory or possession of the United States;

(c)intentionally discloses, or endeavors to disclose, to any p#rsonthe contents of
any wire, oral, orelectronic communicatignknowing or having reason to know that the
information was obtained through the interception of a wire, oral,electronic

communicationn violation of this subsection;

270 CyberTelecomCFAA: Unauthorized Access to a Computad DamageAvailable at:
http://www.cybertelecom.org/security/crimepc.htm Last accessed on 5 December 2018
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(d) intentionally uses, or endeavors to use, the casatef any wire, oral, oelectronic
communicationknowing or having reason to know that the information was obtained through
the interception of a wire, oral, alectronic communicatiom violation of this subsection;

or

(€)

(i) intentionally discloses, or endeavors to disclose, to any qéesonthe contents of
any wire, oral, orelectronic communicatignintercepted by means authorized by sections
2511(2)(a)(ii), 2511(2)(h)c), 2511(2)(e), 2516, and 28 of this chapter,

(i) knowing or having reason to know that the information was obtained through the

interception of such a communication in connection with a criminal investigation,

(i) having obtained or received the information in connection with a criminal

investigation, and

(iv) with intent to improperly obstruct, impede, or interfere with a duly authorized

criminal investigation,

shall be punished as provided in subsection (4) or shakuigect to suit as provided in

subsect?on (5).0

Electronic Communications and Privacy Act aims to prohibit businesses from intercepting
any wire, oral, oelectronic communicationf their users outside of the moal course of
business. In accordance with this Act, social media sites cannot intercept electronic
communications between their users, without the authorization of at least one of theBarties.
Therefore, companies such as Adroit cannot intercept persorals of their users without

obtaining their consent?3
IV.  The California Consumer Privacy Act of 2018
a. Section 1789.100 of Title 1.81.5

Section 1789.100 of Title 1.81.5 California Consumer Privacy Act of 2018 is as follows:

27118 U.S. Code A 2511

22 Norton Rose FulbrighE€lectronic Communications Privacy Act of 198&ailable at:
https://www.socialmedialawbulletin.com/2013/05/electroniccommunicationsprivacyactof1986/ Last accessed on
7 November
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A ( A fonsumer shall have thei ght to request that a busine
personal information disclose to that consumer the categories and specific pieces of personal

information the business has collected.

(b)A business that <col |l ect s shall atar beforenhme poitsof per s
collection, inform consumers as to the categories of personal information to be collected and

the purposes for which the categories of personal information shall be used. A business shall

not collect additional categorie®f personal information or use personal information

collected for additional purposes without providing the consumer with notice consistent with

this section.

(c) A business shall provide the information specified in subdivision (a) to a consumer only

uponreceipt of a verifiable consumer request.

(d) A business that receives a verifiable consumer request from a consumer to access
personal information shall promptly take steps to disclose and deliver, free of charge to the
consumer, the personal informatiaequired by this section. The information may be
delivered by mail or electronically, and if provided electronically, the information shall be in

a portable and, to the extent technically feasible, in a readily useable format that allows the
consumer toransmit this information to another entity without hindrance. A business may
provide personal information to a consumer at any time, but shall not be required to provide

personal information to a consumer more than twice in-ad®nt h pg'&€ri od. 0

In accordane with Section 1789.100 of California Consumer Privacy Act of 2018, which was
added to Part 4 of Division 3 of the California Civil Code, the businesses are required to
disclose the personal information of the consumers which they have collected angtse p

for which such information shall be used. Furthermore, the consumers shall be authorized to

obtain such information upon receipt of a verifiable request.
b. Section 1789.110 of Title 1.81.5
Section 1789.110 of Title 1.81.5 California Consumer Privactyoh2018 is as follows:

A ( A )consumer shall have the right to request that a business that collects personal

information about the consumer disclose to the consumer the following:

2Cal . Civ. Code A1789.100
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(1) The categories of personal information it has collected about treguwner.

(2) The categories of sources from which the personal information is collected.

(3) The business or commercial purpose for collecting or selling personal information.

(4) The categories of third parties with whom the business shares personaiatifor.

5)The specific pieces of personal i#fiformati or

Section 1789.110 of California Consumer Privacy Act of 2018 focuses on similar issues with
the Section 1789.100 of the same Act such as the purpose of theti@ollef personal
information of the consumers and disclosure of such information. However, in addition to
emphasizing these aforementioned issues, this section brings up a crucial requirement which
is the disclosure of the third parties with whom the qeas information of the consumer is

shared.
C. Section 1789.115 of Title 1.81.5
Section 1789.115 of Title 1.81.5 California Consumer Privacy Act of 2018 is as follows:

A(A) consumer shall have the right to reques

personal information, or that discloses it for a business purpose, disclose to that consumer:
(1) The categories of personal information that the business collected about the consumer.

(2) The categories of personal information that the business sold #imabnsumer and the
categories of third parties to whom the personal information was sold, by category or
categories of personal information for each third party to whom the personal information was

sold.

(3) The categories of personal information thag thusiness disclosed about the consumer for

a business purpose.

(b) A business that sells personal information about a consumer, or that discloses a
consumer 6s per sonal i nformati on for a busi
paragraph (4) osubdivision (a) of Section 1798.130, the information specified in subdivision

(a) to the consumer upon receipt of a verifiable request from the consumer.

2Cal . Civ. Code A1789.110
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(©)A business that sell s consumersodo personal
personalinformation for a business purpose, shall disclose, pursuant to subparagraph (C) of

paragraph (5) of subdivision (a) of Section 1798.130:

(A)The <category or categories of consumer s o

business has not sold consume® per sonal information, it she

2)The category or categories of consumer so
business purpose, or i f the Dbusiness has no
for a business purpes it shall disclose that fact.

(d) A third party shall not sell personal information about a consumer that has been sold to
the third party by a business unless the consumer has received explicit notice and is provided

an opportunity to exercise therighto opt out pur@uant to 1798. 1:

Section 1789.115 of California Consumer Privacy Act of 2018 regulates the sale and
disclosure of personal information of the consumers by the businesses. In accordance with
this section, the businesses are required solale the third parties to which the personal
information of the consumers is sold and the categories of the personal information which are
subject to these sales. Besides, the consumers shall also be informed on the disclosure of their
personal informatin for business purposes. This section becomes more of an issue for cases
such as Adroit, considering its provisions on the disclosure of personal information to third

parties.
d. Section 1789.20
Section 1789.120 of Title 1.81.5 California Consumer Privaclyoh2018 is as follows:

A ( A ronsumer shall have the right, at any time, to direct a business that sells personal
i nformati on about t he consumer to third p a

information. This right may be referred to as the tighopt out.

(b)A business that sells consumersod6 personal |
to consumers, pursuant to subdivision (a) of Section 1798.135, that this information may be

sold and that consumers have the righttooptoutaft sal e of t hei r? per son

2%Cal . Civ. Code A1
2"Cal . Civ. Code A1l
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Section 1789.120 of California Consumer Privacy Act of 2018 entitles the consumers the
right to opt out in case of the sale of their personal information. The businesses are obliged to
provide notice to consumers tire possible sale of their personal information and in the event

of disapproval by the consuméne sale shall not be made.
V. General Data Protection Regulation (GDPR)
a. Article 4

Article 4 of the General Data Protection Regulation is as follows:

AFor the purposes of this Regulati on:

Q)6per sonal datad means any information 1
natur al person (6data subjectd); an iden
identified, directly or indirectly, in particularyreference to an identifier such as a

name, an identification number, location data, an online identifier or to one or more
factors specific to the physical, physiological, genetic, mental, economic, cultural or

social identity of that natural person;

A0) o6éthird partyé means a natur al or | eqg:
other than the data subject, controller, processor and persons who, under the direct

authority of the controller or pr#dcessor,

Article 4 of the General Data Protection Regulation provides the definition of personal data.
There are controversies surrounding this definition of personal data under GDPR due to the
vagueness of its scope. In addition to the definition of personal daayrtitie also contains

the definition of¢hird partybunder GDPR.

b. Article 5

Article 5 of the General Data Protection Regulation is as follows:

fil. Personal data shall be:

2180J L119, 4.5.2016, p.33,34
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(a) processedawfully, fairly and in a transparent manner in relation to the data

subject (o6l awfulness, fairness and transp

(b) collected for specified, explicit and legitimate purposes and not further processed
in a manner that is incompatible with thosgrposes; further processing for archiving

purposes in the public interest, scientific or historical research purposes or statistical
purposes shall, in accordance with Article 89(1), not be considered to be incompatible

with the initiaimpuaposed)(dpurpose

(c) adequate, relevant and limited to what is necessary in relation to the purposes for

which they are processed (6data minimisat

(d) accurate and, where necessary, kept up to date; every reasonable step must be
taken to ensure thadersonal data that are inaccurate, having regard to the purposes

for which they are processed, are erased

(e) kept in a form which permits identification of data subjects for no longer than is
necessary for the purposes for which the personal data are processed; personal data
may be stored for longer periods insofar as the personal data will be processgd solel
for archiving purposes in the public interest, scientific or historical research purposes
or statistical purposes in accordance with Article 89(1) subject to implementation of
the appropriate technical and organisational measures required by this Rieguilat

order to safeguard the rights and freedonm

() processed in a manner that ensures appropriate security of the personal data,
including protection against unauthorised or unlawful processing and against
accidental loss, destruction or damage, using appropriate technical or organisational
measures (O0integri?y and confidentialityo

Article 5 of the General Data Protection Regulation regulates the principles relating to the

lawful processing of personal dat

C. Article 6

Article 6 of the General Data Protection Regulation is as follows:

2190J L119, 4.5.2016, p.35,36
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Al. Processing shall be | awful only if and
applies:

(a) the data subject has given consent to the processing of his or her pedstedbr

one or more specific purposes;

(b) processing is necessary for the performance of a contract to which the data subject is
party or in order to take steps at the request of the data subject prior to entering into a

contract;

(c) processing is necessaiyr compliance with a legal obligation to which the controller

is subject;

(d) processing is necessary in order to protect the vital interests of the data subject or of

another natural person;

(e) processing is necessary for the performance of a task carriedh ¢l ipublic interest
or in the exercise of official authority vested in the controller;

(f) processing is necessary for the purposes of the legitimate interests pursued by the
controller or by a third party, except where such interests are overridden by the
interests or fundamental rights and freedoms of the data subject which require

protection of personal data, in particular where the data subject is a child.

Point (f) of the first subparagraph shall not apply to processing carried out by public

authoritiesi n t he perform&nce of their tasks. 0

Article 6 of General Data Protection Regulation states the circumstances under which the

processing of personal data shall be lawful.

d. Articl e 13

Article 13 of the General Data Protection Regulation is as follows:

200J L119, 4.5.2016, p.36
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Al. Where personal data relating to a dat a
controller shall, at the time when personal data are obtained, provide the data subject with

all of the following information:

(a) the identity and the contact dés of the controller and, where applicable, of the
controller's representative;
(c) the purposes of the processing for which the personal data are intended as well as the

legal basis for the processing;

2. In addition to the information referred to immagraph 1, the controller shall provide the
data subject with following information necessary to ensure fair and transparent processing

in respect of the data subject:

(a) the period for which the personal data will be stored, or if that is not possitde,

criteria used to determine that period;

(b) the existence of the right to request from the controller access to and rectification or
erasure of personal data or restriction of processing concerning the data subject or to

object to processing as wals the right to data portability;

(c) where the processing is based on point (a) of Article 6(1) or point (a) of Article 9(2),
the existence of the right to withdraw consent at any time, without affecting the lawfulness

of processing based on consertber e i t s ®Wwi t hdr awal 0

Article 13 of General Data Protection Regulation clarifies the information to be provided to

the data subject where personal data are collected from them.

e. Article 15

Article 15 of the General Data Protection Regulation is as follows:

Al. The data subject shall have the right
whether or not personal data concerning him or her are being processed, and, where that is

the case, access to the personal data and the following information:

2810J L119, 4.5.2016, p.41,42
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(a) the purposes of the processing;
(b) the categories of personal data concerned;

(c) the recipients or categories of recipient to whom the personal data have been or
will be disclosed, in particular recipients in third countries or international

organisations;

(d) where possible, the envisaged period for which the personal data will be stored,

or, if not possible, the criteria used to determine that period,;

(e) the existence of the right to request from the controller rectification or erasure of
personal data or restriction of processing of personal data concerning the data

subject or to object to such processing;
(f) theright to lodge a complaint with a supervisory authority;

(g) where the personal data are not collected from the data subject, any available

information a® to their sourcebo

Article 15 of General Data Protection Regulation provides data subject theiaightain
information on the procession of personal data concerning them. In accordance with this
Regulation, data subjects shall be informed on the procession of their personal data, the
categories of personal data subject to this procession, and to thieopersonal data have

been disclosed. These provisions of GDPR may be considered similar to the provisions of the
California Consumer Privacy Act of 2018 on the procession and disclosure of personal

information.
f. Article 18
Article 18 of the General Dafrotection Regulation is as follows:

Al. The data subject shall have the right

processing where one of the following applies:

2820J L119, 4.5.2016, p.43
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(a) the accuracy of the personal data is contested by the data subject, for d perio

enabling the controller to verify the accuracy of the personal data;

(b) the processing is unlawful and the data subject opposes the erasure of the

personal data and requests the restriction of their use instead;

(c) the controller no longer needs the personal data for the purposes of the
processing, but they are required by the data subject for the establishment, exercise or
defence of legal claims;

(d) the data subject has objected to processing pursuant to Arti¢lg pénding the
verification whether the legitimate grounds of the controller override those of the data
subj®ct. o

Article 18 of General Data Protection Regulation clarifies the right of data subject to the

restriction of processing of their personal datder certain conditions.
g. Article 34

Article 34 of the General Data Protection Regulation is as follows:

Al. When the personal data breach is |likely
of natural persons, the controller shall communicdte personal data breach to the data

subject without undue delay.

2. The communication to the data subject referred to in paragraph 1 of this Article shall
describe in clear and plain language the nature of the personal data breach and contain at

leastthd nf or mati on and measures referred®to in

Article 34 of General Data Protection Regulation sets out the obligation to communicate with
the data subject in case of a personal data breach. This communicatidre shalie without
any undue delay, and in an understandable and accurate way.

2830J L119, 4.5.2016, p.44
2840J L119, 4.5.2016, p.52,53
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F. CONCLUSION

The citizens of the United States of America have witnessed countless data breaches
surrounding their personal information throughout the last decade. This visildaseat the
number of the breaches made them feel uncertain on whether the personal information which
they have made available online will cause them harm or benefit. With the recent data breach
caused by Adroit, security of personal data was broughetadbnda as an urgent matter that
should be resolved at the earliest time possible.

Personal data is an important term which may be valuable to some for its potential and
hazardous to some for the damage it may cause. Considering the uncertainty sugribusmdin
term, ensuring its protection may be highly challenging. Several steps should be taken in
order to achieve success the protection of this type of sensitive information. These steps
include reaching a consensus on a single definition of persatel@mpromising on single

data protection rules which shall be applied within the entire country, and ensuring the proper

implementation of the relevant laws.

As the upper chamber of the United States Congress, the United States Senate is expected to
discuss the crucial issue of data protection and reach a common ground on how to ensure the
security of personal data. In this meeting, a hearing for the Adroit data breach will be held and
the Senate will discuss this significant case in depth. Then, thentér the name of the Data
Privacy and Consumer Protection Act, which covers fundamental issues related to Adroit data
breach, will be evaluated and the Senate will reach a final decision on the approval of this

proposed legislation.
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ANNEX (DATA PRIVACY AND CONSUMER PROTECTION ACT)
116TH CONGRESS
1ST SESSION

S.128

To establish baseline protections for individual privacy by ensuring the privacy and security
of sensitive personal information through requiring certain entities that collect and maintain
personal information of individuals to secure such informationpravide notice to such
individuals in case of a breach of security involving such information, and to enhance the law
enforcement assistance and other protections against security breaches, and misuse of
personal information.

IN THE SENATE OF THE UNITID STATES
Januanys, 2019

Mr. CAMPBELL (for himself and Ms. SIMMONS) introduced the following bill; which was
read twice and referred to the Committee on Commerce, Science, and Transportation.

A BILL

To establish baseline protections for individual peivdy ensuring the privacy and security

of sensitive personal information through requiring certain entities that collect and maintain
personal information of individuals to secure such information, to provide notice to such
individuals in case of a breadi security involving such information, and to enhance law
enforcement assistance and other protections against security breaches, and misuse of
personal information.

Be it enacted by the Senate and House of Representatives of the United States afidmeric

Congress assembled,

SECTION 1. SHORT TITLE.

This Act may be cited as the Data Privacy and Consumer Protection Act.
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SEC. 2. Definitions
a. iPer sonal Dat ao

(1) APer sonal dataod means any dat a, not a\v
maintained bythe covered entity, or may be linked to a specific individual, or linked to a

device which may identify the individual associated with it, including but not limited to:
1. the first name and last name;
2. an email address;
3. a home address;
4. atelephone and fax mber;
5. a social security number;
6. a passport number;
7. atax identification number;
8. a dri vemdnber;l i cen
9. any biometric identifier;

10.any data collected, maintained, disclosed or processed which may be linked to

a specific individual.
(1) Exceptions:

1. Del eted data. The term fApersonal dat ao sh

a covered entity as a result of the normal course of the business.

2. Empl oyee I nformation. The term Apersonal
by a company or gjovernmental agency in relatiolm the employment status

including:
I. Name and title of the employee;

il. Business address of the employee;
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I. Business email address of the employee;
il. Business telephone number and fax number of the employee;
iii. Any record in connectiowith the employment status.

1. Cybersecurity data. The term fApersonal d
defined as an indicator of a cybersecutliigeat which, in that case, may be used, disclosed, or

processed as a part of an investigation to respond to a cybersecurity threat or incident.

b. iCovered entityo means any business or gc¢

uses, retains, transmits, discloses personal data;
c. AColl ectd means acquiring through direct

d ADel eted means destroying data on a reasdc

of business;
e. iCommi ssionodo means the Feder al Trade Comnm
ff. APrivacy risko means the potential for pe

g iConsentd means any unambiguous statement
that is not stated or conducted under any pressure, which indicates the willingness of

this individual to the processing of personal data related to him or her
TITLE | - DATA PRIVACY AND CONSUMER PROTECTION
SEC. 3. Individual Control

a. Covered entities shall provide individuals control over personal data related to

them in proportion to thprivacy risk to the individual.

b. In providing the means of control under the subsection (a), the entities shall

make this process accessible and understandable to any reasonable person.

c. Right to withdraw consent shall be provided to the individuals by dkered

entities.
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SEC.4. Transparency

a. Each covered entity shall provide individuals notice on the privacy and
security practices of the covered entity in a reasonably understandable and

accurate way.
b. The notice stated at subsection (a) shall include lmdtiEmited to:

I. The personal data collected and processed by the covered entity,
including the source of data collection for the personal data, which

is not directly acquired from the individual;

ii. The purpose of the collection and procession of grhonal data

by the covered entity;

iii. The entities, to which, the data is disclosed by the covered entity
and the purpose of this disclosure;

iv. The measures are taken to protect the personal data of the

individuals.
SEC. 5. Responsible Use of Personal Data

a. Each covered entity shall collect, retain, and use personal data in a way that

minimizes privacy risk.

b. A covered entity shall be allowed to delete personal data within a reasonable
time after the fulfilment of its purpose for which such personal data were

collected in the first place.
SEC. 6. Security

a. All covered entities are required to identify foreseeable risks to the privacy and

security of personal data that may cause unauthorized disclosure of such data;

b. Establish safeguards to protect personal dgéanst unauthorized disclosure of

such information;

c. Arrange regular assessments to ensure the efficiency of the safeguards on

protecting personal data against privacy risks.
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TITLE Il - ENFORCEMENT
SEC. 7. Enforcement by the Federal Trade Commission

In caseof a violation of Title | of this Act conducted by the covered entities, such entities
shall be subject to the penalties and entitled to the privileges, and immunities provided in
the Federal Trade Commission Act. The amount of civil penalties shall teemiteed

based orbection 8 of this Act.

SEC. 8. Civil Penalties

a. The covered entity shall be liable for a civil penalty, in case of an action which
intentionally violates this Act or if, based on the objective circumstances, the covered
entity isconsidered to possess fair knowledge on the violation of this Act as a result of

their own actions.
b. The total amount of the civil penalty shall not exceed $20,000,000.
TITLE IV - ENACTMENT
SEC. 9. EFFECTIVE DATE

a. The provisions of this Act shall take effect on the expiration of the date that is 90 days
after the date of enactment of this Act.

b. The obligations stated under this Act shall not give rise to any cause of action until the
expiration of the date that isy2ars after the date of enactment of this Act.
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